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Legal relationships in the field of electronic trust services and digital signatures are regulated by the norms of international and national
legislation, which provide a broad range of legal rights and obligations of legal entities in general. However, there are many areas of legal relations
that are actually carried out by actors, but they are not regulated or insufficiently regulated by law. Thus, today the procedures for cross-border
recognition of digital signatures certificates and electronic trust services are not regulated. It is social relations that arise during these procedures
and processes that are subject to legal regulation, first of all, in the legislation of Ukraine.

Significant factor of nowadays is a rapid development of political, economic, scientific, business, trade, informational and public relations that
affect directly not only international situation, but also corresponding processes in a particular countries, as well as exercise of rights, satisfaction
of interests and needs of their citizens and state institutions. One of the main requirements for implementation of such relations is a rapid
exchange of information, reflected in a digital form, ensuring its relevance, reliability, integrity, efficiency, identity, reliability and completeness.

The article is devoted to the study of the concept of compromising the personal key of digital signature, the legal aspects of compromise
in the context of the theory of law. The paper presents the concept of explicit and implicit compromise and the limits of their actions, as well as
the legal consequences of compromise. Taking into account analyzed approaches to definition of private key compromise, its types and specific
features, it is possible to draw conclusion that, the lack of legal response of such socially dangerous act as “a personal key compromise” in
the field of law affects stability of state information resources and their security.
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MNpaBoBigHOCUHM Y cdepi enekTPOHHMX JOBIPYMX NOCAYT Ta €NEKTPOHHOTO NIANNCY PErynioTbCA HOPMaMM MKHAPOLHOIO Ta HaLioHanbHOro
3aKOHO[ABCTBA, ki 3a6e3MneyyoTb LUIMPOKE KOMO pUANYHUX NpaB i 060B’A3kiB puaMyHUX ocib 3aranom. OgHak icHye 6arato ccep npaBoBigHO-
CUH, Ki (haKTUYHO 3AIACHIOITLCA CYD’eKTamu, ane BOHWU He PerynioTbCs Yy HEAOCTATHBLO PErYMoITLCA 3akoHOM. OTXe, CbOroAHI He perynto-
I0TbCA NpOLeAypy TPaHCKOPAOHHOTO BU3HAHHS cepTudikaTiB LdpoBoro Nianucy 1 enekTpoHHMX AoBipunx cnyx6. Came cycninbHi BiGHOCUHW,
L0 BMHUKAIOTb Mif Yac LUMx Npoueayp Ta NpoLeciB, NignsraoTb NpaBoOBOMY PErYSIOBaHHIO B 3aKOHOAABCTBI YKpaiHu.

BaroMum YMHHMKOM Cy4aCHOCTI € LUBMAKNIA PO3BUTOK MOMNITUYHUX, EKOHOMIYHMX, HAYKOBUX, AiNOBUX, TOPFrOBENbHUX, iH(pOPMALIHKX Ta CyC-
NiNbHUX BIJHOCKH, siki 6e3nocepeaHbO BMMBAKOTL HE NULLIE Ha MiXXHAPOAHY CUTYallito, ane 1 Ha BignoBigHi NpoLecy B NEBHIN KpaiHi, a Takox Ha
30iNCHEHHs NpaB, 3a[l0BOMNEHHS iHTepeciB NoTpeby cBOiX rpoMaasH Ta AepxaBHuX ycTaHoB. OfHieto 3 roNOBHMX BUMOT LLOAO peanisawii Takux
BiHOCWH € LUBMAKMWIA 0OMiH iHcbopMaLieto, BigobpaxkeHoto B UndpoBiii dopMi, Lo 3abeaneyye ii akTyanbHICTb, HAAIMHICTb, LiniCHICTb, edheKTUB-
HICTb, iAEHTUYHICTb | MOBHOTY.

CratTs npycBsiYeHa AOCMIMKEHHIO KOHLenLii koMnpomeTauii nepcoHanbHOro Kiya enekTpoHHOro Mignucy, NpaBoBKX acnekTiB KoMnpome-
Tauii B KOHTeKCTi Teopii npaBa. Y poboTi NpefCcTaBNeHO NOHATTS SIBHOI Ta HESIBHOI KOMMpOMETAaLi Ta Mexi iX A, a Takox IpUANYHI Hacnigkv
KomnpomeTauii. YpaxoByoun npoaHanisoBaHi nigxoam 40 BU3HAYEHHS KOMNpoMeTauii ocobuctoro knroya, ii Buau Ta cneundiyHi ocobnmneoctTi,
MOXHa 3pobUTH BUCHOBOK, LLIO BiACYTHICTb MPaBOBOrO pearyBaHHs LLIOAO Takoro CycninbHO Hebe3neyHoro BYMHKY, K «KOMNpOMeTaLlis ocobuc-

TOrO KMioYa» eneKkTPOHHOrO MiANUCY y cdepi Npaea, BNNMBAaE Ha CTabiNnbHICTb AepxaBHUX iHPOPMAaLIHMX pecypciB Ta iXHbOi 6e3neku.
KntouoBi cnoBa: koMNpoMic, 0COBUCTUI KITtoM, MigNMCaHT, LndpoBuiA Mignmc.

Challenge problem. Significant factor of nowadays is
a rapid development of political, economic, scientific, business,
trade, informational and public relations that affect directly not
only international situation, but also corresponding processes in
a particular countries, as well as exercise of rights, satisfaction
of interests and needs of their citizens and state institutions. One
of the main requirements for implementation of such relations
is a rapid exchange of information, reflected in a digital form,
ensuring its relevance, reliability, integrity, efficiency, identity,
reliability and completeness.

Powerful information computer technologies create new
opportunities through the use of digital information (data),
that, in turn, creates new social relations that arise between
subjects of legal relations during: Electronic Data Interchange
(Electronic Data Interchange); Electronic Funds Transfer
(Electronic Funds Transfer); E-Commerce (e-Trade); use
of electronic money (e-cash); electronic marketing (e-market);
electronic banking (e-banking); electronic health system
(e-health) and in other areas. Exchange of information is
carried out in the process of electronic transactions in the form
of electronic (digital) documents. Reliability of information
during exchange is ensured through the use of trust electronic
services, and requirements for reliability and integrity
of information — due to application of digital cryptographic
protection algorithms using technology of electronic signature.
However, widespread use of this technology at the same time
has brought to light legal problems, connected with the use
of personal key of electronic signature. One of such problems

is legal uncertainty of definition “compromise” of personal key
of electronic signature.

As soon as possible, settlement of the problem of legal
uncertainty of definition “compromise” and prompt response
of the law to risks that arise or are caused by compromise
of personal key of electronic signature is a burning problem

Purpose of the article is a research of legal issues, connected
with definition “compromise” as an element of conceptual
structure in the current legislation, as well as proposals for
definition “personal key compromise”.

Results of analysis of scientific publications. The issue
of legal regulation of social relations, connected with the use
of electronic signature was researched by the following domestic
scientists: G. Koziel, A. Petrytsky, V. Pleskach, L. Ponomarenko,
A. Shpirko, L. Yancheva, A. Lokshin and others. Among foreign
scientists, this subject was researched by: S. Mason, A. Thiri,
M. Wenbo, A. Petrov, O. Bezzubtsov. Over the last years the issue
of creation of reliable mechanisms with a view to recognition
of electronic signatures was researched by following scientists:
0. Perevozchikova, S. Belov, I. Gorbenko, O. Potiy, B. Pogorelov,
A. Melashchenko, however, the problem of compromise in
the context of compromise ofpersonal key of electronic signature
in Ukraine was highlighted at large in the technical aspect.

Thus, in the article by S. Belov “Models of construction
of national infrastructure of key certification centers and their
risks” it is highlighted exceptionally consequences of electronic
signature compromise [1], and in publication by B. Pogorelov
“Concerning definition of basic cryptographic concepts” it
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is emphasized neutralization of threats of compromise for
system management of electronic keys [2]. At the same time,
at present there are not enough theoretical works and researches
in the complex of issues that determine definition “personal key
compromise of electronic signature”.

Statement of conceptual issues. Before moving on to
research of definition “personal key compromise”, let us consider
the story behind of genesis of definition “compromise” itself in
the legal model of social and legal relations, that govern field
of signature use.

Development of telecommunication technologies has
promoted creation of machineries of documents exchange among
users in electronic form that have legal significance. The need of use
and exchange of such documents was so high, that many countries
almost simultaneously adopted special laws, that governed basis
of e-commerce and use of electronic signatures Thus, European
Parliament and the Council on 13-th of December adopted EU
Directive “On the system of electronic signatures, used within
the Community”, the Law “On Electronic Signatures in Global
and National Commerce” was brought into force in the USA,
Decree “On electronic Signature” was approved in France, federal
law “On Digital Signatures” was adopted in Germany.

However, at that time, neither Ukraine nor the majority
of countries had no practical experience in creation of electronic
signatures systems both in organizational and legal aspects. Many
nationallaws weredevelopedasmodelsofgeneralrulesofelectronic
signatures use. Practical application of abovementioned legislative
acts have brought to light a number of unregulated by standards
of law public relations, connected with electronic signature use,
including the lack of clear definition “personal key compromise”.

It should be noted that the need to create a new definition
“personal key compromise” is due to following reasons.

Firstly, international legal norms in the field of electronic
signature do not have clear, generally accepted definitions
of the notion “compromise” Definition ‘“‘compromise”, in
the context of “electronic signature compromise”, has been
applied in the UNCITRAL Model Law “On Electronic Signatures
and Guidance On Decision-making” [3], adopted in Vienna on
5-th of July 2001 at the 34-thsession of UNCITRAL, Atrticle
57 of which definition “Unreliable certificate” interprets as such,
the personal key of which is “compromised” due to the loss
of control by the signer.

In the United States, definition “compromise” is defined
by the National Institute of Standards and Technology (NIST)
as “unauthorized disclosure, modification, substitution or use
of confidential data (including cryptographic key texts and other
data of the Center of Safety Politic (CSP) [4] or unauthorized
disclosure, modification, substitution or use of confidential data
(such as keys, metadata and other information, connected with
safety)” [5; 6].

Secondly, domestic legislation interprets “compromise”
in more than one way Thus, paragraph 26 of the Article
1 of the Law of Ukraine “On electronic trust-based services”
indicates that “special key compromise — is any event or act,
that has led or will lead to unauthorized use of a personal
key. Thus, the same definition contained the previous Law
of Ukraine “On electronic digital signature”. Unfortunately,
such definition on the one hand, does not determine exactly
what kind of object or subject of legal relations take
abovementioned actions and exactly what kind of actions/
events lead to unauthorized use of a private key, and, on
the other hand, uncertainty of the definition creates grounds
for free construction of specified provision of law.

At the same time, Ukrainian technical experts in the field
of information security have introduced several alternatives
of definition “compromise” as a technical term. Thus, Department
of Special Telecommunication Systems and Information
Security of the Security Service of Ukraine in 1999, creating
ND TZI 1.1-003-99 “Terminology in the field of information
protection in computer systems from unauthorized access”,
definition “compromise” is used as a violation of security policy;

unauthorized acquaintance” [8]. Such definition “compromise”
is aimed at resolving destructive events in the security system,
connected with violation of clear rules of digital signatures
use. However, such definition is not extended to relations, that
take place with private key use outside borders, determined by
security policy, and security policy-makers themselves may differ
fundamentally. Also, such definition does not explain meaning
“unauthorized acquaintance”.

What is more, according to the order of State Service of Special
Communication and Information Protection of Ukraine under
date of 20.07.2007 Ne 141 “On Approval of Policy Statement
of Procedure of Development, Production and Operation of means
of Cryptographic Protection of Confidential Information and Open
Information with the use of Electronic Digital Signature” it is
determined more extended definition of compromise — as any
event (loss, disclosure, theft, unauthorized copying, etc.) with
key documents (key data) and means of cryptographic protection
of information that have led (may lead) to the disclosure
(leakage) of information about them, as well as information
that is being processed and transmitted [9]. Undoubtedly, this is
the most successful definition of “compromise”, which should be
accepted as a basis for the definition “personal key compromise”
and enshrined at the level of legislative act that will promote
administration of law.

Thirdly, in the Ukrainian legislation there is a situation where
the lack of definition “private key compromise” in public relations,
that regulate electronic keys use, has deprived the right of clarity
and specificity, and has complicated process of its use, that has
reduced credibility to electronic documents and deals, made with
a help of electronic signatures, as shows judicial practice.

Over the last years the number of legal wrongs and crimes,
connected with compromise and illegal use of personal keys
of electronic signatures has increased. The overwhelming
majority of crimes with personal key use of electronic signature,
committed as a result of evident compromise of private key by
a signer himself. Namely signers create conditions for private
key compromise and its further illegal use. In the most cases,
such crimes are committed in the banking sector, as well as in
the field of notary and registration of legal entities. Example
is a number of criminal cases, where defendants, being bank
employees, ignored rules of banking security policy, for
a variety of reasons captured personal keys of digital signatures
of their colleagues or subordinates and organized schemes
of misappropriation of funds, belonged to banks clients
[10; 11]. There is a practice of private key compromise
of a notary or a registrar during consummation of transactions.
Thus, here are uncommon cases of compromise due to
improper storage and occupation of a personal key of a notary
or a registrar, that lead to illegal transfer of property by
interfering into the work of the Unified State Register of Real
Property Rights and the Unified State Register of Legal Entities
and Individual Entrepreneurs [13].

Also, there are cases, when third persons capture personal
keys of company managers and chief accountants, or obtain such
keys in Accredited certification centers due to fraudulent letter
of authorization with further commission of financial crimes [14].

Fourthly, specific problems of providing services in the field
of electronic signatures, connected with private key compromise,
consists rather in a complex structure and types of compromise.

Taking into account uncertainty of the definition, it is proposed
to divide “personal key compromise” into evident and non-
evident compromise. Let’s consider types of compromise.

Evident private key compromise should be considered
as a loss of access to personal key information, that is being
confirmed guaranteed by facts of security policy violations
and unauthorized access to key information.

In turn, evident compromise can be divided into:

— Compromise, which took place due to participation or
will of a signer;

— Compromise, committed by third parties behind signer’s
back.
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Thus, to the evident personal key compromise, that took place
due to participation or will of a signer the following factors should
be included with the following factors:

— loss (theft) of key carriers, loss of keys (codes) from safes
at the moment of key carriers storage and loss of keys (codes)
with their further finding;

— conscious or by breach of trust transfer of a personal key
to a third party;

— violations of rules in effect of use and storage of private
keys, disclosure of passwords, password of crypto protection,
rules of storage and destruction (after term of validity) of a private
key, as well as requirements for maintaining of password or PIN
code to a personal key;

— storage of a private key in open, plain view, directly on
user’s HDD PEOM;

— private key compromise, committed by third parties
behind signer’s back and access of third parties to key information;

— violation of integrity of stamps on safes with key carriers
in the case when it is applied procedure of safes sealing;

— access to key carriers by unauthorized copying;

— theft of a private key as a result of a response to a request,
sent with elements of fraud or forgery;

— making of a personal key with forged documents [15; 16].

Unlike evident compromise of private key, non-evident
compromise is based on assumptions or versions of events that
have created or create conditions of private key compromise by
third parties, who use hardware also. Non-evident compromise
may include:

— rise of suspicions about leak of data as to key data;

— cases, when it is impossible to establish correctly what
has happened with a key carriers (in the case, when key carriers
got out of order and beyond reasonable doubt do not disprove
possibility that such fact occurred as a result of uncontrolled
actions by third parties);

— any other events, that give reason to believe, the key
information has become known or available to third parties;

— interception by special technical means of sound
information, electromagnetic or radio emission of computers, on
which information is being processed with use of personal keys;

— information capturing by special technical means,
specialized or spy software, that circulates in the Internet or on
a local network, in which information is being processed with
personal keys use [16; 17].

Fifthly, non-evident compromise with use of technical
methods and devices of unauthorized access to personal keys
of subscribers today is more limited in illegal possibilities
due to rather complicated mechanism of cryptographic data
protection. The world-wide scientific society periodically
demonstrates possibilities of technical, impersonal access to keys
of personal electronic signature. Thus, group of scientists from
Japan, Switzerland, the Netherlands and the United States has
successfully implemented technical access to data, codified with
use of a cryptographic key [18]. Well-known cryptographer Adi
Shamir (letter “S” in the abbreviation RSA) has developed method
of technical access and reproduction of a private key through
acoustic cryptanalysis without evident physical interference in
telecommunication networks and systems [19].

Sixthly, problems, connected with complexity of assessment
providing by legislators of legal consequences of a personal key
compromise in the period between actual fact of compromise
and fact of its official announcement, with next blocking or
cancellation of a private key certificate. Namely during such
period there is probability of compromised personal key use for
committing actions, that have legal consequences.

Let us consider course of events in time, conditionally divided
into five periods, from the beginning of private key compromise
to elimination of consequences of its compromise.

The first period is a time when private key compromise has
happened, but a signer has no suspicion and facts of evident
or non-evident compromise. This period is the most difficult
to register procedurally, and legal consequences, that create

this period, have official standing and status of such, that
have low probability of their recognition in future as invalid,
due to insufficient evidence base, which is usually based on
assumptions [20].

The second period is in evidence that under subjective
analysis of certain facts or events at the subscriber’s site is being
formed suspicion about possibility of a personal key compromise.
The next period characterizes by the need to make decision as to
disclosure of private key compromise.

The third period can last from a few minutes to several
days. This is due to the following factors: decision-making as
to compromise by a user, if the electronic signature was used
for work with resources that do not have legal risks and require
little time.

Instead, decision-making as to private key compromise
that is being used permanently work in registries or groups
of keys that provide operation of information-computer
networks, and institution network require analysis of situation
and calculation of time for keys changeover and restoration
of systems operation. In public authorities or local self-
government authorities decision-making as to disclosure
of personal key compromise may take several days.

Compromise disclosure is being made during the fourth
period. Legislation provides procedure of compromise disclosure
by appeal to Accredited Key Certification Center with application
about compromise that is being transmitted by any technical
means of communication [7].

The last period is provided by the Law of Ukraine
“On Trustworthy Services” and it should not exceed 2 hours
during which the EDS certificate is being blocked or canceled [7].

Analyzing stages of compromise from real fact of compromise
and fact of official blocking or cancellation of a personal
key certificate of electronic signature, we can assert that acts
with a personal key, carried out in the first period, fall within
the most risk have, since possibility of gathering of evidence
base as to commitment of a socially dangerous act with use
of a compromised private key has low probability.

Seventh, as of today in the legislation definition of personal
key compromise of electronic signature in practice does not have
clear definition and list of events or grounds that make it possible
to consider them undoubtedly and, consequently, basic “beacons”
for lawyers, who today assess precedents of violations of the law,
connected with a personal key use of electronic digital signature
exceptionally for the purposes of Articles 361-363 of the Criminal
Code of Ukraine. Dispositions of these articles determine,
that a personal key signer may be classified as an object or
an instrument of a crime, as a technical means of unauthorized
interference with operation of electronic computers (computers),
automated systems, computer networks or telecommunication
networks [21].

At the same time, actions or inactions of a signer that have
led to a personal key compromise of electronic signature, as
well as definition “personal key compromise”, have not yet
been found in the legal assessment. The lack of a list of basic
concepts of personal key compromise of electronic signature
creates ambiguity of interpretation of elements of crime by law
enforcement agencies, courts and legal profession, committed
with the use of electronic signature that, in turn, creates conditions
for avoiding punishment.

Therefore, definition “compromise” in the current legislation
in fact is a vague term for which may arise marginal situations, in
which it may be unclear whether the term is permissible or not.
For this reason, it is necessary to extend approved practice of use
of definition “compromise” in order to make the term less vague
and more informative, to take into account definition of evident
and non-evident compromise that will promote more qualitative
application of rules of law.

Undoubtedly, existing problems in the legal model of social
and legal relations, that govern the field of electronic signature
use, give rise all in all to distrust to legislation in the field
of electronic signature, connected namely with uncertainty
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of definition “compromise”, create doubt about reliability
of electronic signatures, integrity of electronic documents, signed
by them, authenticity of transactions, made by notaries and state
registrars in electronic form, invariability of information, listed in
the Unified State Register of Real Property Rights to Real Estate
and the Unified State Register of Legal Entities and Individual
Entrepreneurs, reliability of agreements and treaties, concluded
in electronic form also.

Taking into account the existing unregulated by rules law
problem of public relations, connected with use of electronic
signature, it is considered reasonably to force into application
definition “personal key compromise of electronic signature”
and to replace by the following: “Personal key compromise
of electronic signature — as any evident or non-evident event
and/or act (loss, disclosure, theft, unauthorized copying also)
with data of personal key of electronic signature and means
of cryptographic protection of information, that has led or may
lead to unauthorized disclosure, change, destruction, blocking,
interception, copying and use of personal key of electronic
signature, as well as information, that is being processed
and transmitted with its help”.

Evident compromise of personal key of electronic
signature is loss of access to personal key information with
participation or inactivity of a signer or third parties without
use of technical means.

Non-evident compromise of personal key of electronic
signature is loss of access to personal key information of electronic
signature with use of any technical means without participation
of a signer.

This definition contains general norm of compromise and two
detailed definitions of evident and non-evident compromise. Such
approach will allow to fulfill socially dangerous unlawful acts
with use of personal key of electronic signature.

It is important to emphasize, that a crime, like any other
violation of a law, is a human act. But unlike other human acts,
a crime by its very social nature is an attack on those relations
that have come of in society, reflects its most important interests,
and thus are being protected by a law Personal key compromise
of electronic signature should be considered as conscious willful
act of a person, consisted in concrete action or inaction Public
danger of personal key compromise of electronic signature,
as a material element of a crime, consists in that action or
inaction inflicts harm to relations, protected by a law, or contains

a real possibility of infliction of harm This is objective quality
of a crime, real violation of relations, that exist in society in
the field of electronic signature.

Significance of public danger of personal key compromise
of electronic signature as a material element of a crime lies in
the fact that it, firstly, is the main objective criteria for adjudication
of illegal act; secondly, allows to classify crimes according to
degree of criminal act; thirdly, determines boundary between
a crime and other violations of a law; fourthly, is one of the general
principles of individualization of liability and punishment [22].

In addition, definition “evident compromise” will promote
opportunity for legal assessment of actions of a signer, an owner
of a private key, as well as third parties, who have stolen it and use
illegally. At the same time, use of notion “evident compromise”
will allow to classify more thoroughly socially dangerous acts,
that are being committed relative to a personal key of a signer
or with its use in the light of provisions of the Criminal Code
of Ukraine, that regulate social relations in the field of information
activity, including electronic signature, and outline special type
of crime, connected with illegal use of modern information
technology and means of computer equipment. Personal key
compromise of electronic signature should be referred to
consequences of commission of crimes, provided by the Criminal
Code of Ukraine — leakage, loss, forgery, blocking of information,
creation of its processing or violation of established order of its
routing [23].

Conclusions. Taking into account analyzed approaches
to definition of private key compromise, its types and specific
features, it is possible to draw conclusion that, the lack of legal
response of such socially dangerous act as “a personal key
compromise” in the field of law affects stability of state
information resources and their security.

Thus, providing clarity oflegislative language and the certainty
of legal norms, new legislative definition “personal key
compromise of electronic signature” will promote legal
regulation of public relations, connected with use of electronic
digital signature, clear classification of crimes and violations
of a law, committed with use of electronic digital signature,
and will also increase confidence to reliability of such signatures
and electronic documents signed by them, electronic services,
agreements and treaties, concluded in electronic form with use
electronic signatures, will stimulate development of cross-border
e-commerce and services.
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