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The article analyzes the main issues related to cloud technologies as an object of legal regulation. The author explores different approaches
to understanding the concept of “cloud technology”, analyzing normative and doctrinal definitions. The basic scientific works on tendencies
and problems of regulation of cloud technologies, and also the generally accepted understanding of the legal nature of cloud technologies
are investigated. Based on The NIST Definition of Cloud Computing, the main features of cloud technologies have been identified. The article
describes in detail all the advantages and disadvantages of cloud technologies. The question of the complexity of the relationship of the subjects
of cloud computing in the content of legal relations is analyzed. The issue of virtualization of cloud technologies is considered.

The article considers gaps in the national legislation of Ukraine on the regulation of cloud computing, their thermology and workflow. An
interesting issue raised in the article is that the use of cloud computing is best regulated in Ukrainian tax legislation. At the same time, the question
of further implementation of cloud technologies in other promising areas is raised.

The author draws attention to the problem of the lack of normative definition of “cloud technologies” in the legislation of Ukraine, which slows
down the possibility of wide application.

International legislation has also been studied. The article is devoted to the legal regulation of cloud technology processes in both EU and US
legislation. The international acts on data protection, which are the main recognized regulators of digital information turnover, are listed.

The author of the article raises the issue of borrowing the experience of other countries in the field of legislative regulation of cloud
technologies, the implementation of norms contained in international regulations in law. Of Ukraine.

The article also raises the issue of the use of cloud technologies in the business sphere, in particular in the economic sector.
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Y cTaTTi NnpoaHani3oBaHO OCHOBHI NWTaHHS, MOB’A3aHI 3 XMapHUMMN TEXHOMOTISAMM SK 06’EKTOM NPaBOBOrO perynoBaHHs. ABTOp AOCRIIKYE
Pi3Hi Migxoam 40 PO3YMIHHA MOHSATTSA «XMapPHWUX TEXHOMOIY, aHani3yo4uM HOPMaTUBHI Ta AOKTPUHANbHI BU3HAYeHHS. [Jocnig)KeHO OCHOBHI Hay-
KOBI NpaLli LoAo TeHAeHLi Ta Npobnem perymioBaHHS XMapHUX TEXHOMOTIN, a TakoX 3aranbHOMNPURHATE PO3yMiHHSA MPaBOBOI MPUPOAN XMapHUX
TexHonorin. Ha ocHoBi gokymeHTa “The NIST Definition of Cloud Computing” BM3Ha4eHO OCHOBHI BNacTUBOCTI XMapHUX TEXHOMOTIA. Y cTaTTi
[AeTanbHO OnucaHi BCi nepeBaru Ta HeAomMikv XMapHUX TEXHOMOTIN. MNpoaHanizoBaHO MUTaHHA NPO CKNadHICTb B3AEMOBIAHOCUH CY6’ekTiB Xmap-
HMX 06YMCNEHb Y 3MiCTi NPaBOBIAHOCUH. Po3rnsiHyTO NUTaHHS BipTyani3aLlii XMapHMX TEXHOIOTIN.

Y cTaTTi po3rnsAalTbCs NporanvHu B HauioHanbHOMY 3aKOHOAABCTBI YKpaiHW LLOAO perynioBaHHA XMapHUX obuvcneHb, ix Tepmonorii
Ta poboyoro npouecy. LlikaBum nuTaHHAM, NOPYLWEHNUM Yy CTaTTi, € Te, Lo cdepa BUKOPUCTaHHA XMapHUX 0B4MCIEeHb Halkpalle BperynboBaHa
B YKpaiHCbKOMY 3aKOHOAABCTBi y cdpepi nopatkiB. BogHouac, nigHiMaeTbCs MUTAHHSA LWOAO NOAAsbLUOMO BNPOBAMKEHHSI XMAPHUX TEXHOMOTIN

Yy iHWi NepcneKTuBHi ranyasi.

ABTOp 3BEpTae yBary Ha npobnemy BiACyTHOCTi HOPMATMBHOIO BU3HAYEHHS «XMapHUX TEXHOMOTiN» y 3aKOHOAABCTBI YKpaiHu, LLO YNoBinb-

HIOE MOXINMBICTb LUMPOKOro 3aCTOCYBaHHA.

[ocnigxeHo Takox MikHapogHe 3akoHoAaBCTBO. CTaTTs MpUCBSYEHa MPaBOBOMY PErynioBaHHIO NPOLECIB XMaPHUX TEXHOMOTIN SIK y 3aKOHO-
naBcTBi €C, Tak i B 3akoHopaBcTBi CLUA. MNepeniyeHo MixXHapoaHi akTyi Npo 3axMCT AaHUX, siKi € OCHOBHUMM BU3HAHUMU perynsitopamu o6opoTy

umppoBoi iHdopmaLyii.

ABTOp CTaTTi NigHIMae NUTaHHS LWOAO0 3ano3nYeHHs OCBIAY IHLIMX KpaiH CBITY B YaCTWHI 3aKOHO4ABYOro BPEeryroBaHHA XMapHUX TEXHOMO-
rivi, iMNnemeHTaLis HOpM, SiKi MICTATBCS B MiXKHAPOAHWX HOPMaTUBHO-NPaBOBUX aKTiB y 3aKOHOAABCTBO. YKpaiHu.

Y cTaTTi TakoX NigHIMaeTbCA NUTaHHS BUKOPUCTaHHSI XMapHWX TeXHororin y 6isHec-cdepi, 30kpema EKOHOMIYHOMY CEKTOPI.

KntouyoBi crnoBa: TexHonorii xmapHux ob4ucneHs, IT cdepa, iHdhopmaLinHi cuctemm.

1. Problem setting

The constant development of information technology makes
it necessary to study it in the legal field. One of the elements
of the IT sphere are cloud computing technologies, which have
been introduced relatively recently.

According to unanimous forecasts of the world’s leading
consulting companies, the rapid improvement and spread
of cloud computing is now one of those key trends that
in the next 5-8 years will significantly affect the global
development not only of the IT industry, but also of business,
finance, public administration, medicine, education and many
other areas of human life.

2. Article’s main body

Rapid development of cloud services, their efficiency,
economy, speed and convenience in use lead to a constant
increase of users of these services, in both the public
and private spheres.

The need for regulatory regulation of cloud computing
technologies a rises on the following grounds:

* A growth of the computing capacity of modern
automated complexes.

* An increase in the volume of information flows,
processed and transmitted by communication channels.

* Adrastic rise in the number of distributed databases for
various purposes.

* High growth rates of information technologies in all
areas of society.

* A dramatic increase in the circle/number of users with
direct access to cloud information resources [25, c. 304].

In other words, cloud technology allows the user, especially
the corporate user, to unload three technical components to its
current activities.

First, the system infrastructure related to the management
of'the software and the technical media for it; once the consumer
turns to the cloud, the responsibility for this activity lies with
the cloud technology provider, not the user.

Second, the cost of providing security is reduced — it is
the responsibility of the provider, and the consumer only
chooses the amount of security provided within the limits
granted by the cloud service, the model of the cloud platform
and the type of the concluded contract.

Third, the cloud becomes immediately available for
use — from the moment the agreement is concluded, all users
and customers of the cloud have access to it, without going
through the process of installation, licensing, keying, etc. All
of this significantly reduces the cost, as the acquisition of own
support in the three areas indicated is usually more expensive
than the service itself. According to Philip Kehler, these
financial aspects, which are modified by the design features
of the clouds, are very important [8, p. 9].
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They are the reason for the current mass preference for
cloud technology over traditional technologies, and they
are the main motivation for the increasing interest in their
development and regulation. All of this raises questions
about the legal relationship in the provision and use of cloud
technologies, and challenges in the legal definition of their
concept, notion, structure and regulation begin.

The dynamism and  continuous  improvement
of cloud computing technologies also require active regulatory
adaptation. Above all, this is done at the international level.
In recent years, international organizations have been actively
pursuing reforms aimed at developing and implementing
legal norms and legislation. First of all, it concerns standards
and technical requirements in the field of informatization
of cloud computing technologies [5, 15].

For example, according to the 2018 BSA Global Cloud
Computing Scorecard, there is a significant increase in
the activity of international organizations in the legislative
field for improvement conditions of use of cloud technologies.
Twenty-four countries were analyzed from a legal point
of view, which together account for 80 % of the world market
for the implementation of information and communication
technologies [27, p. 411].

The analysis was conducted in seven categories
of compliance of the legislative framework for the successful
use of cloud technologies in the IT industry. The following basic
criteria were identified by the experts: data privacy, security,
cybercrime, intellectual property rights, upholding business
standards and harmonization of legislation at the international
level, promoting free trade and broadband deployment.

Japan and South Korea are leading countries in this
ranking. Ukraine did not enter the rating, probably due to lack
of adequate regulation of cloud computing.

In September 2012, the European Commission adopted
the strategy “Unleashing the potential of cloud computing
in Europe”. The strategy identifies actions that will help
increase 2,500,000 of new jobs in Europe, and annual growth
of €160 billion to the GDP of the European Union (EU, about
1 %) in 2020. The Strategy aims to accelerate and increase
the use of cloud computing in all sectors of the EU economy.
This strategy is the result of the analysis of the political,
economic, legislative, regulatory and technological base under
conditions of determining the ways of maximal use of potential
“cloud” [7].

Research on cloud technology is conducted by the National
Institute of Standards and Technology (USA), briefly NIST
(The National Institute of Standards and Technology). This
structure is responsible for the development of standards
and regulations that include minimum technical requirements
to ensure adequate information security of information assets
of US government agencies [2].

In Ukraine, the use of cloud computing systems is
regulated by the general rules of the laws on information and its
protection, as well as by the norms of civil law. Of course,
that is not enough in today’s reality. In order to solve this
problem, in 2016 Verkhovna Rada of Ukraine has registered
a bill, which proposed amendments to some normative acts on
information processing in cloud computing systems.

The main purpose of the draft law is to ensure the protection
of processed information, as well as the distribution of duties
and responsibilities between the parties to the contract for
the provision of cloud computing services. Thus, the bill
proposes to define the essential terms of the contract, among
which the main ones are: determination the procedure for
removing information from the system of cloud computing
and the procedure for notifying the user thereof, the distribution
of responsibilities between the parties of relations,
the conditions and the procedure for terminating the provision
of cloud computing services.

Most researchers recognize that the adoption of the relevant
changes will improve the position of the user in these legal

relationship, ensure the security of the transmitted information
in the processing and establish a clear regulation of the parties’
liability, even if the legal relationship is terminated.

Therefore, although the bill has not yet been adopted, it
can be said that the Ukrainian legislature is moving in the right
direction. Understanding that cloud computing technologies
require legislative regulation directs the legislator to
create a legal and regulatory framework to regulate these
relationships.

Since the term “cloud computing” refers to the concept
of a new technology that is still changing and developing,
there is no uniform approach to its definition. Thus, in a major
study that examined the current legal regulation of cloud
technologies in countries of Asia-Pacific, the European Union,
North America and Latin America, South Africa we can draw
the following opinion. Having studied more than 50 cloud
service contracts available for study, judicial precedents, as
well as major academic and expert studies of the phenomenon,
the main challenge is to understand the legal nature of cloud
technologies that lies in the identity of the cloud itself.

So, the first major determination is given by The National
Institute of Standards and Technology of USA (NIST).
According to it, cloud technology is a model that provides
ubiquitous, convenient and on-demand access to a common
network of variable computing resources (for example,
anetwork of servers, storage systems, applications or services)
which can be quickly made available for use with minimal
administrative costs or intervention by the service provider
(provider) [10, p. 2].

However, the public authorities generally prefer to ignore
this definition and the accompanying study on the nature
and main features of cloud technologies, and favour self-
defined definitions. As a result, such definitions are extremely
diverse, which in turn leads to differences in expert judgments
and jurisprudence.

For example, the official report of the European
Commission suggests that cloud technology should be
understood as “A flexible environment for the provision
of resources, which includes a wide range of beneficiaries
and ensures the provision of a measurable quantity of services
of a heterogeneous structure for a given level of service
quality” [4, p. 8].

At the same time, according to the European Commission’s
strategy an another concept is given that looks like this:
“Unleashing the potential of cloud computing in Europe”
the concept of “cloud computing” is defined as the storage,
processing and use of data on remotely located computers by
access via the Internet” [9].

Another definition that would be appropriate to mention
was given at the forty-seventh session of the United Nations
Commission on International Trade Matters (UNCITRAL)
in a proposal from the Government of Canada. According to
it, a cloud is computational services (for example, hosting
data or data processing data) when the technology is not
based on a personal computer or on a proprietary computer
system, but elsewhere via the internet connection, thanks
to the form of restricted access granted to a certain group
of individuals [13, p. 2].

There is no definition of cloud computing
at the legislative level in Ukraine. As a result, the draft Law
of Ukraine “On Amendments to Certain Laws of Ukraine
(on Information Processing in Cloud Computing Systems)”
proposes at the legislative level to define the concepts
of “cloud computing systems” and “cloud service provider»
and to define their legal status. We believe that this
provision is appropriate and justified in the modern realities
of information technology development.

We can define the basic properties of cloud
technologies by using the document “The NIST Definition
of Cloud Computing” of the National Institute of Standards
and Technology of the United States. According to their
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conclusion, the main features of cloud technologies are:
the possibility of highly automated self-service of the system
by the provider; the presence of the Broad Network Access
system; the concentration of resources at individual sites for
their efficient distribution; rapid scalability — resources can
be allocated and released at an unlimited rate depending on
needs; managed service — the cloud management system
automatically controls and optimizes the allocation of resources
based on the measured service parameters: storage system
size, bandwidth, number of active users, etc.

Ondemand Self Service is determined by the ability
of the consumer to access the provided computing resources
unilaterally as needed, automatically, without the need to
interact with the staff of the service provider.

Broad network access implies the availability
of the provided computing resources over the network through
standard mechanisms for various platforms, thin and thick
clients, mobile phones, tablets, laptops, workstations, etc.

Pooling of resources (Resorce pooling) — pooling of ISP’s
computing resources to serve many customers on a multi-
tenant model. Examples of such resources include storage
systems, computing power, memory, network bandwidth.

A sign of Rapid elasticity is that resources can be
easily allocated and freed, in some cases automatically, for
quick scaling proportional to demand. For the consumer,
the possibilities of providing resources are unlimited, that is,
they can be appropriated in any amount and at any time.

The essence of the measured service is revealed through
the ability of cloud systems to automatically manage
and optimize resources using measurement tools implemented
at different abstraction levels for different types of services (for
example, managing external memory, processing, bandwidth,
or active user sessions). The resources used can be monitored
and controlled to ensure transparency for both the provider
and the user using the service.

Therefore, the above-mentioned features can certainly
be called their advantages at the same time. Other benefits
of cloud technology include accessibility, relatively low cost,
flexibility and usability, and high computing power. One can
be sure that the list of positive features of cloud technologies
will soon be replenished with a few more points.

Although cloud computing has its drawbacks. The
downside of cloud technology for users is that the more
complex the mechanism of using these platforms, the more
unsettled moments will occur for users, since in most countries
there is a gap between the existing regulatory framework
and the rapid development of IT.

According to research and sociological surveys, another
problem with the use of cloud computing technologies is
the lack of data security. Therefore, the main problem with
the legal regulation of cloud computing technologies is
the establishment of standards and guarantees in which
the information used by the consumer will be safeguarded. An
additional concern is the need for constant Internet connection.

All of these drawbacks are clearly evident in Ukraine. It’s
necessary to highlight the main problem of the legal regulation
of cloud technologies in Ukraine — the absence of any
regulatory act at all. This is why the relationship between
the provider of cloud technology and its users is regulated
mainly by contract.

At the same time, the number of agreements aimed
at the use of cloud technology is increasing. However,
there is no common understanding among scientists and in
the legislation of different countries about the legal nature
of cloud technology agreements.

Among the possible options for the qualification
of contracts in this field, the following may be mentioned:
contract of hire (lease), license contract, service contract,
mixed contract, non-personalized contract [6, c. 97].

A separate problem in the Ukrainian legal framework is
the taxation of the provision of cloud services. Due to the fact

that cloud computing is not regulated by national legislation,
the taxation of cloud computing services is uncertain in
practice.

On the one hand, the Tax Code of Ukraine, in
section XX, subsection 2, para. 26-1, determines that
From 1 January 2013 until 1 January 2023, value added
tax is waived for transactions in the supply of software
products as well as transactions in software products for
which payment cannot be considered royalties according to
the second — seventh paragraphs of subparagraph 14.1.225
ofparagraph 14.1 of Article 14 of this Code. For the purposes
of this paragraph, software products are: the result
of computer programming in the form of an operating
system, a system, an application, an entertainment and/or
an educational computer program (their components), as
well as Internet sites and/or online-services and access to
them [17].

Since “access to Internet sites and/or online services” is
added to the software products, at first sight it may seem that such
“access” is a service, and the legislator has now predicted the tax
credit already for services. But there’s more to it than that.

Despite the above, however, the tax authorities have
an another vision of the issue. Thus, the State Fiscal
Service of Ukraine in the Individual Tax Consultation dated
01/09/2018 No. 82/6 / 99-99-15-02-02-15 “On Taxation
of Operations for the Provision of Cloud Services by a Non-
Resident” came to the conclusion if there are no changes in
software products as a result of the supply of other services
related to software products, then operations for the supply
of such services are subject to value added tax in accordance
with the generally established procedure at a rate of 20 % [22].

Also, in the Individual Tax Consultation dated 26.03.2018.
N 1231/6 / 99-99-15-03-02-15 of the State Fiscal Service
of Ukraine noted that the use of the server for the lease
of movable property and the legal relationship were not subject
to the tax credit [20].

Therefore, despite the direct rule of the law on tax
incentives, the provision of services in the cloud amenities
(in particular, in the case when the fee is charged depending on
the traffic used, the amount of memory, load, etc.) is actually
subject to value added tax.

This position of the tax authority cannot be accepted, since
the use of the cloud service by the user does not, in principle,
involve the lease of property or changes in software.

So, as you can see, Ukraine does not have a unified
approach to the taxation of cloud services by value added
tax. This situation is problematic because it does not create
an attractive investment climate through legal uncertainty in
the taxation of cloud computing operations, and may lead to
various disputes with taxpayers.

A large number of providers are foreign companies
that appear in the Ukrainian market with well-established
approaches in the field of providing access to cloud
technologies, but usually such approaches are difficult to adapt
to Ukrainian legal conditions. As a result, there are contractual
structure emerged that mediate the use of cloud technologies
by users whose legal nature requires careful legal analysis
[14, c. 1160].

One of the problems in the use and regulation
of cloud computing technologies is the complex nature
of the relationships between entities in this field.

The complex nature of the legal relationship is that
the application of cloud computing technologies requires
the interaction of three entities: the user, the service provider,
the system owner.

The difficulty is that an intermediary (service provider)
appears between the user who provides certain information for
processing and the owner of the cloud computing system, so
there is no obvious connection between the first two entities.

Also problematic is the allocation of responsibility between
the service provider and the system owner for the loss of data
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or the violation of the ownership of information, the user’s
intellectual property rights, including copyrights. Undoubtedly,
apportioning responsibility among a large number of entities
that might be subject to different jurisdictions, was a complex
issue, especially in a context of uncertainty, who, where
and under what legislation, responsibility would be incurred.

Cloud computing creates a new dynamic in the information
management relationship due to the presence of a third
party — the cloud provider. This creates new difficulties in
understanding how to apply the law in the great variety of new
information management scenarios [24].

To date, due to regulatory deficiencies, this provision
should be the key in a cloud service contract, since the lack
of a clear definition of the liability of the parties, problems
arise in determining the proper plaintiff in the case of litigation.

For this reason, it is proposed at the legislative level to
determine in which cases and which actors should be held
accountable for violations in this area.

The question of the emergence and content of subjective
rights to cloud computing technologies does not have a single
answer among scientists. Most researchers recognize that
this depends on the terms of the contract for the provision
of cloud services and on the will of the parties that entered
into it [26, ¢. 306].

In accordance with the provisions
of the Law of Ukraine “On Information Protection in
Information and Telecommunication Systems”, the system
owner determines the conditions of information processing
in the system in compliance with the contract concluded with
the holder of such information [21].

In the view that civil law is dominated by the principle
of freedom of contract, the parties to a contract are free
to determine when subjective rights to cloud computing
technologies arise and the content of the rights and obligations
of the parties.

Also, Ukraine still does not have an explicit policy on
the use of cloud technologies in the public sector, which in
turn has a negative impact on their development in the private
sphere. In this regard, we lag far behind almost all European
countries. But there is one positive aspect to this: we have
at our disposal the entire diversity of world experience in this
area. It is not necessary to invent something new, it is enough
to adapt the most suitable variant in Ukrainian realities.

Actually there are not so many “pure” concepts, but their
combinations form a large number of intermediate options.
For example, it is possible to have an extremely liberal
“American” approach — the same Cloud First and the next
in the long term Cloud Smart. The role of the law here is to
establish the general rules of the game and to define clear
safety requirements for operator infrastructures. A crucial
point is the priority of using clouds for IT in government
organizations, while the purchase of physical equipment
should only take place when it is simply unavoidable.

Turning to the problem of regulation of cloud technologies,
it should be noted right away that even foreign lawmakers
have focused their attention on cloud regulation only in recent
years, particularly after the scandal caused by the Edward
Snowden case. The case discloses abuse by the US National
Security Agency in providing access to personal information
and personal data. The relationship between these two
phenomena is due to the main feature of cloud technologies
that distinguish them from traditional computer technologies —
their virtualization [15].

Cloud content services can be equivalent to any
of the traditional computer technologies: from a database
and software (Adobe Lightroom) to a storage system
(Dropbox, iCloud), a computer platform for websites, etc.
Their main difference is virtualization, that is, everything these
services are provided via the Internet and through it, without
being tied to the installation on a specific technical medium
(computer, tablet, phone, etc.), and the storage locations

of the information transferred to the cloud and the location
of services are distributed throughout the world and do not
have a clear localization. Instead, it is the physical location
of the cloud service provider, usually the registration address
of a legal entity.

In one of the studies concerning such a method
of transmission and storing information such as the cloud, states
that the main purpose of modern computer technology is to
break down barriers between information services [23, p. 52].
This is expressed precisely in the fact that modern technologies
no longer depend on the geographic location of the service
provider and the efficiency of the market for such services
is directly related to the speed of access granted to the user,
regardless of where the service is located. Disconnected from
a fixed computer, users who own information can access it
from anywhere in the world with Internet availability. “Mobile
revolution” which took place in 2008-2010 complicated
the legal regulation of the protection of information
and at the same time brought it to the international level not
only in the legal sense, but also in the actual one.

This was the reason why information owners, such major
information market players as Google or Apple, who had
crossed the national borders of the countries where they had
been created a long time ago, were no longer interested in
national regulation of information. One of the main reasons
is the internationalization of the services they provide — both
companies have the highest number of users all over the world.
National regulation is problematic for them because it requires
compliance with the legislation of each particular technology
market country, while international instruments create
standards for the provision and protection of information that
are universal for any State and, moreover, that operate within
a transnational legal framework.

In addition, international legislation raises the bar
of information regulation by minimizing the risks of entering
the national market or using a service provided under
the laws of another State, and also reduces the number
of legal conflicts between the legal regimes of different
States. In general, information technology legislation has
two objectives: first, to maximize the benefits and profits
of technological development; second, by regulating it, to
respect rights and interests that are valuable for a particular
country. At the same time, legislative regulation should be
based on an understanding of what information technology
development is for a particular State, what benefits it can
bring to the economy and society of a particular country
and to what extent this country can be a part of the ongoing
development processes.

Based on this, understanding these three points
allows you to create an adequate legislative regulation
of information technologies, including the regulation
of data circulation. Otherwise, legislation lags behind
the development of legal relations and replaces legislation
with business usages, contractual practices or, in the case
of common law countries, case law.

Turning to the international legislative practice
of regulating information processes it should be noted, first
of all,that the main sphere of regulation nowadays is the sphere
of regulating the circulation of data on the Internet, which
is confirmed by the analysis of numerous regulatory legal
acts of various states. Almost every state has adopted a law
concerning the regulation of virtualized data; in addition,
a number of states have adopted other regulations governing
the circulation of certain types of data, as well as other forms
of activity on the Internet, including cloud services.

However, here it is worth noting the following important
fact — the legal “influence” of a normative legal act in this
area is no longer determined by its legal force or the body
from which it proceeds. The main reason for the development
of laws in the field of cloud technologies was, oddly enough,
the spread of a particular cloud service outside the country in
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which it was created, since most of the large cloud providers
are residents of the United States or the European Union.

According to the International Directory of Data
Confidentiality Legislation [1] or the International Law on
Data Protection Guide [3], the only truly international (and
at the same time specialized) act regulating data circulation,
is Directive of the European Parliament and the Council
of the European Union 95/46/EU of 24 October, 1995 “On
the protection of individuals in the processing of personal data
and on the free circulation of such data”, which has entered
into force for the regulation of the circulation and protection
of information within the European Union (hereinafter —
Directive 1995) [11].

For the European Union, this act has become a key one in
information technology issues, directly ensuring the right to
data protection—one ofthe fundamental rights of the individual,
according to the European Convention on Human Rights
and the Charter of Fundamental Rights of the European Union.
Since the entry into force of the Lisbon Treaty in 2009, all
the rights listed in the aforementioned acts have direct and full
effect. Article 16 contains a provision according to which
the European Parliament is obliged to create and implement
the rules that will regulate data protection and will oblige
the state authorities, the bodies of the European Union
and the EU member states to do so.

This gave rise to the Directive 1995, as well as the Directive
2002/22/EC of the European Parliament and of the Council
of 7 March 2002 on universal service and users’ rights relating
to electronic communications networks and services (Universal
Service Directive) [12], which regulates the amount of internet
traffic, cookies and spam. The Directive 1995 and the Directive
on Universal Services are currently the main acts regulating
the circulation of virtualized data on the network within
the EU. Taking into account the process of Ukraine’s European
integration, it is possible to adopt the European initiative
and try to join the EU cloud network.

The peculiarity of the construction of the US legal system
precludes the possibility of regulating information relations
by a single legal act. Therefore, some scientists call American
legislation on information “sectoral” [16]. This means that
data law is made up of a mix of state (federal and state) laws,
inferior regulation and self-regulation, rather than simple
government intervention.

This legislation does not apply to the entire range of legal
relationships in the field of computer information, but to certain
sectors and circumstances (e. g. there is the Video Privacy
Protection Act of 1988, the Cable Television and Competition
Protection Act of 1992, the Fair Credit Reporting Act,
and the Liability and Transference Act of 1996, etc.). All
of them constitute a system of sources of law on confidentiality
and protection of personal information, as well as other digital
information. This means that data protection in the United
States depends on the nature and content of the information
stored on digital media.

Some US legislation obliges data owners to ensure that
their service providers are able to maintain the confidentiality
of personal information entrusted to them. Consequently,
the definition of private information varies depending on
the selected law or regulation governing a particular type
of information, so only a general legislative framework will
be described here.

In the general context of laws, the definition of private
information includes the following: a person’s name, social
security number, driver’s license number, or financial
account number. In other cases, the definition of private
information is much broader. Although most of the current

US laws apply only to private digital (electronic, strictly
speaking) information, some of them apply to information
in any form, including printed form and hand-written
records. But two federal legal acts are aimed at acting only
in relation to digital service providers: Health Insurance
Portability and Accountability Act of 1996 and Gramm-
Leach-Bliley Act of 1999 [19; 18]. In addition, there are
federal laws that have been drafted to restrict digital service
providers with access to personal information. They limit
the actions of service providers according to the location
of the data.

At the moment, in the United States and in the world,
the most significant is the Health Insurance Portability
and Accountability Act 1996, also known as Kassebaum —
Kennedy Act.

This happened due to the prevalence of services offered by
such large providers as Apple, Google, Amazon and others.
Almost all of them are located in the United States, and their
actions are bound by the Kassebaum — Kennedy Act. The
purpose of the Act was to protect the information available
in the health insurance database, so that all providers are now
divided between those who are bound by the law and those
who are not.

However, the regulation of digital information does not
consistonly of EU and US laws. With the adoption of the Patriot
Act establishing transnational jurisdiction and the Snowden
scandal, legislation to regulate the storage and protection
of digital information began to evolve in many States.

Another reason for this is that, although mega-corporations
and market leaders (Apple, Google, IBM, Microsoft) are now
the world’s leading players in the digital market, Chinese
providers are also emerging to compete openly with such
market giants, like, for example, Amazon. At the same time,
local digital information operators are developing and are
popular in a particular State rather than worldwide. Since such
services are usually provided within the borders of one country,
they require national legislation as a universal regulator.

3. Conclusion

Cloud computing technologies are now at the forefront
of information development in most countries of the world.
This is quite logical, because with proper implementation
and use of cloud services have a lot of advantages — this is
the reduction of the total cost of owning IT infrastructure,
the high speed of realization of new services, and the availability
of services from any part of the country. More than enough
has been written and said about the virtues. The drawbacks,
of course, are also there, but the situation in the world is that
it is not possible to do without cloud services at all — it is only
a question of how widely they will be used.

In view of the above, US and international data protection
laws are the main recognized regulators of digital information
circulation. However, the only transboundary law in this
area is the 1995 Declaration, whose jurisdiction extends to
the territory of the European Union. Most of the acts, with
the exception of the Declaration and Principles of the Safe
Harbor Agreement, were adopted before 2000, when the world’s
most common virtual digital information repositories — social
networks, blogs, cloud repositories, and so on — emerged
and became popular.

Unfortunately, the rapid development of this institution
has not yet caught up with the legislation of Ukraine. By
this time, general contract law was sufficient to regulate
the provision of cloud services. However, there is now
a clear need to introduce the regulations of this institute
for the further development and dissemination of cloud
computing technologies.
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