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DATA PRIVACY AND SECURITY: LEGAL OBLIGATIONS
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This article provides an overview of the legal obligations of businesses to protect data privacy and security in the digital age. It begins with
an overview of the digital era and its impact on data privacy and security. It then highlights the importance of businesses complying with their
legal obligations in relation to the processing of customer data.The legal framework for data privacy and security is then examined. An overview
of the main data protection laws such as the GDPR and CCPA is provided. The key provisions and requirements of these laws are explained.
Jurisdictional aspects and the global impact of the legislation are also highlighted.

The specific legal obligations of businesses to protect data privacy and security are examined. It discusses consent and notification
requirements for data collection and processing, emphasising the importance of voluntary and informed consent. It also explores the principles
of transparency and accountability, the rights of data subjects and the obligation to notify individuals promptly in the event of a data security
breach. The article explores the problems of compliance and the risks of failure to fulfil legal obligations. The author points out the possible legal
consequences for failure to comply with data protection rules. It also discusses new challenges and future trends in the field of data privacy
and security. The article concludes with practical recommendations: the importance of establishing a comprehensive data privacy and security
programme, training employees on data protection and cybersecurity, and engaging reliable service providers with effective data protection
measures. In summary, the article emphasises the need to comply with legal obligations in the field of data protection for businesses in the digital
age. The application of recommendations and best practices, as well as a proactive approach to data protection compliance, will help businesses
adapt to the changing landscape of data privacy and security, mitigate risks and ensure compliance with legal requirements.
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CraTTsl npucBsiyeHa ornsigy npaBoBMX 3000B's3aHb Gi3Hecy OO0 3axucTy NpuBaTHOCTI Ta Geanekn daHux y umdposy ernoxy. BoHa
PO3MNOYMHAETLCS OrMAA0oM LMGPOBOI epu Ta ii BNMBY Ha NpuBaTHICTL Ta 6e3neky AaHuX. AKLEHTYETbCA yBara Ha BaXMUBOCTI AOTPUMaHHS
npaBoBuUx 060B’A13kiB GizHeCOM L0 06poGKM AaHMX KNieHTiB. [ani po3rnsgaeTbes 3akoHoA4aB4Ya paMka Ansi 3axXMCTy NpuBaTHOCTI Ta Be3neku
naHux. HagaeTtbest ornsig OCHOBHMX 3aKOHIB MpO 3axucT AaHux, Takux sk GDPR ta CCPA. MNMosCHIOITECS KIHOYOBI MONOXEHHS Ta BUMOTU LIMX
3aKOHIB. Takox 3BepTaeTbCsl yBara Ha topUCAVKLIHI acnekTu Ta rmobanbHuii BNnNvB 3aKOHOAABCTBA.

Posrnsigatotbcsi KOHKPETHI MpaBoBi 3000B’sA3aHHA GisHecy LIodO 3axucTy npuBaTHOCTI Ta 6e3neku gaHux. OBGroBopOTLCA BUMOIU
OO OTPUMAHHS 3roAM Ta NoBifOMIIeHHs Npo 36ip Ta 06pobKy AaHWX, NiAKPECMoYN BaXUBICTb 4OOPOBINbHOI Ta 06i3HaHOT 3rogn. Takox
OOCNIMKYIOTbCA NPUHLMIM NPO30POCTi Ta BiANOBIAANbHOCTI, NMpaBa CyO’ekTiB AaHUX Ta 3000B’sA3aHHSA LUBMAKO MOBIZOMAATU oOCib y pasi
nopyLeHHst 6esneku gaHux. CtatTs gocnigkye npobnemu BUKOHaHHS Ta PU3MKU Bi HEBUKOHaHHS MpaBoBKX 3000B’si3aHb. BkasyeTbcs Ha
MOXNMBI NPaBOBi HACMiAKN 32 HEBUKOHAHHSA NPaBUM 3axMCTy JaHWX. Takox po3rnsfaloTbCA HOBI BUKMUKM Ta ManbyTHi TeHAeHUii B obnacTi
npuBaTHOCTI Ta 6e3nekn gaHux. 3aBepLUyeTbCsl CTaTTs MPaKTUYHUMK PEKOMEHAALsSIMW: 3a3HAaYaETbCsl BaXKNUBICTb CTBOPEHHSI KOMMIEKCHOT
nporpamm 3axmcTy NpPMBATHOCTI Ta 6e3nekn AaHWX, HaBYaHHS NPALBHUKIB LLOAO 3aXUCTY AaHUX Ta kibepbe3neku, a TakoX 3any4yeHHs! HagiiHuX
nocTayasnbHVKIB NOcnyr 3 epekTUBHUMU 3axodaMu 3axXMCTy AaHuX. Y3aranbHIKYM, CTaTTs MigKpecnoe HeobXiaHICTb AOTPUMaHHSI NpaBOBUX
3000B’s13aHb y cdhepi 3axncTy aaHux ans GisHecy B LMPOBY enoxy. 3aCcToCyBaHHsi peKOMeHAALLIN Ta HalKpaLLMX NPaKTUK, @ TAKOX NMPOAKTUBHWIA
niaxig 4O BUKOHAHHSI NpaBUIl 3axXMCTy AaHuX, JOMOMOXYTb Gi3Hecy mpucTocyBaTvCst 40 3MiHKOKYOroCs NnaHawadTy npuBaTHOCTI Ta 6e3neku

OaHuX, 3MEHLUNTY PU3nKK Ta 3a6e3neunTy BiANOBIAHICTE NPABOBUMM BUMOTaM.
KntouyoBi cnoBa: npuBaTtHiCTb AaHuXx, kibepbesneka, 6i3Hec, 3axMCT AaHWX, KOHMIAEHUINHICTb.

Introduction. The digital age has brought about an unpre-
cedented transformation in the way businesses operate
and interact with customers. With the proliferation of digital
technologies, organizations have gained access to vast amounts
of data that can drive innovation, enhance decision-making,
and improve customer experiences. However, this digital
revolution has also raised significant concerns about data pri-
vacy and security.

In today’s interconnected world, personal and sensitive
information is constantly being exchanged and stored digit-
ally. From online transactions and social media activities to
healthcare records and financial data, individuals entrust busi-
nesses with their personal information, expecting it to be han-
dled with the utmost care and protection. However, the rapid
advancement of technology and the increasingly sophisticated
nature of cyber threats have exposed this data to new risks.

The impact of data breaches and privacy violations has
reverberated worldwide, eroding trust in businesses and under-
mining individuals’ confidence in the digital ecosystem. As
a result, governments and regulatory bodies have responded
by introducing stringent data protection laws and regulations,
placing legal obligations on businesses to safeguard customer
data and uphold the fundamental right to privacy.

The importance of legal obligations for businesses in
handling customer data cannot be overstated. Compliance

with data protection laws not only ensures that organizations
meet their legal responsibilities but also contributes to build-
ing and maintaining trust with customers. By prioritizing
data privacy and security, businesses can demonstrate their
commitment to protecting individuals’ rights and mitigating
the risks associated with data breaches and cyber threats.

In this scientific article, we delve into the legal obliga-
tions that businesses face in safeguarding customer data in
the digital age. By examining relevant legislation and regu-
lations, we aim to provide a comprehensive understanding
of the responsibilities businesses have and the measures they
should adopt to uphold data privacy and security. By fulfilling
these obligations, businesses can not only comply with the law
but also foster a culture of trust, transparency, and accountabil-
ity that is essential in the digital landscape.

Legislative Framework for Data Privacy and Security.
The GDPR, enacted by the European Union (EU) in 2018, has
established a comprehensive framework for data protection
and privacy. It applies to businesses that process personal data
of individuals within the EU, regardless of the business’s loca-
tion. The key provisions and requirements of the GDPR include:

a. Extraterritorial Scope: The GDPR has an extraterritor-
ial reach, meaning it applies to businesses outside the EU if
they offer goods or services to EU residents or monitor their
behavior.
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b. Lawful Basis for Processing: Businesses must have
a lawful basis for processing personal data, such as consent,
contractual necessity, legal obligation, vital interests, public
task, or legitimate interests.

c. Data Subject Rights: The GDPR grants individuals
several rights, including the right to access, rectify, erase,
and restrict processing of their personal data. It also provides
for data portability and the right to object to automated deci-
sion-making.

d. Consent: Consent must be freely given, specific,
informed, and unambiguous. Businesses must obtain clear
consent before processing personal data, and individuals have
the right to withdraw consent at any time.

e. Data Breach Notification: Organizations must report
data breaches to the relevant supervisory authority within
72 hours of becoming aware of the breach, unless it is unlikely
to result in risks to individuals’ rights and freedoms [1, p. 17].

Another important document is California Consumer
Privacy Act (CCPA). The CCPA, enacted in 2018, is
a significant data privacy law in the United States. It applies
to businesses that collect and process personal information
of California residents and meet certain revenue or data
processing thresholds. The key provisions and requirements
of the CCPA include:

a. Scope and Applicability: The CCPA applies to busi-
nesses that meet specific criteria, including annual gross rev-
enues exceeding a certain threshold or handling the personal
information of a certain number of California residents

b. Consumer Rights: The CCPA grants California residents
various rights, such as the right to know what personal infor-
mation is collected, the right to request deletion of personal
information, and the right to opt-out of the sale of personal
information.

c. Notice and Transparency: Businesses must provide
clear and easily accessible notices to consumers regarding
the collection, use, and sharing of their personal information.
The notices must disclose the purposes for data collection
and the categories of third parties with whom the data is shared.

d. Data Protection Measures: The CCPA requires busi-
nesses to implement reasonable security measures to safe-
guard personal information and protect it from unauthorized
access, disclosure, or destruction.

Data privacy laws have implications beyond their local
jurisdictions. The extraterritorial scope of laws like the GDPR
means that businesses worldwide must comply with their
provisions when processing data of individuals in covered
regions. Consequently, businesses operating in multiple juris-
dictions face the challenge of navigating varying legal require-
ments and ensuring compliance across different regulatory
landscapes [2, p. 8].

The impact of these data protection laws extends beyond
their respective regions. Many countries and regions have
taken inspiration from the GDPR and implemented or pro-
posed their own data protection laws with similar principles
and requirements. This global trend highlights the increas-
ing recognition of the importance of data privacy and sec-
urity and reflects the need for businesses to adopt consistent
practices to protect personal data regardless of their location.
Understanding the legislative frameworks, such as the GDPR
and the CCPA, is essential for businesses to ensure compliance
with data protection laws and meet their legal obligations.
By adhering to these laws, businesses can enhance customer
trust, minimize legal risks, and demonstrate a commitment to
responsible data handling in the digital age.

Legal Obligations for Businesses. Ensuring data pri-
vacy and security is not only an ethical responsibility but also
a legal requirement for businesses operating in the digital age.
To comply with the law and protect individuals’ rights, busi-
nesses must fulfill specific legal obligations related to data
privacy and security. Below we will explore some key obliga-
tions that businesses need to address.

One fundamental legal obligation is obtaining appropri-
ate consent from individuals before collecting and processing
their personal data. It is crucial for businesses to ensure that
consent is obtained in a clear, specific, and informed manner,
providing individuals with sufficient details about the pur-
poses and scope of data processing. Consent should be freely
given, and individuals should have the option to withdraw
their consent at any time.

Additionally, businesses must provide individuals with
clear and transparent notices regarding their data collection
and processing practices. These privacy notices should out-
line the types of data collected, the purposes for processing,
any third parties involved, and the rights individuals have
regarding their data. Adequate notice ensures transparency
and enables individuals to make informed decisions about
sharing their personal information.

Businesses have an obligation to be transparent
and accountable for their data handling practices. This includes
establishing and maintaining comprehensive data protection
policies and procedures that align with relevant legal require-
ments. By implementing privacy by design and default prin-
ciples, businesses should proactively integrate data protection
measures into their operations and systems.

To ensure accountability, businesses should appoint a data
protection officer (DPO) or designate a responsible person
within the organization to oversee data privacy and security
matters. This individual or team should monitor compliance
with data protection laws, provide guidance to employees,
conduct data protection impact assessments, and serve as
a point of contact for data subjects and regulatory authorities
[3, p. 198].

Data protection laws grant individuals certain rights
regarding their personal data. Businesses have an obligation to
respect and fulfill these rights. Some of the key rights include
the right to access their personal data, the right to rectify
inaccurate information, the right to erasure (or “right to be for-
gotten”), and the right to data portability. Businesses must have
processes in place to enable individuals to exercise these rights
and respond promptly and appropriately to such requests.

Moreover, businesses must ensure that they have appro-
priate mechanisms to verify the identity of individuals making
data subject requests. This helps prevent unauthorized access
to personal data and ensures that the rights of the rightful data
subjects are respected.

Data breaches are a significant concern for businesses
and individuals alike. In the event of a data breach, busi-
nesses have an obligation to promptly notify the affected
individuals and, in some cases, the relevant regulatory author-
ities. The notification should include details about the nature
of the breach, the types of data involved, and recommended
actions for individuals to mitigate potential harm. Establish-
ing an incident response plan and regularly testing it can help
businesses respond swiftly and effectively to data breaches.

Businesses should also take steps to prevent data breaches
by implementing appropriate technical and organizational
measures. This includes regularly assessing and updating their
security protocols, conducting risk assessments, and provid-
ing ongoing training and awareness programs to employees
regarding data privacy and security best practices. By fulfilling
these legal obligations, businesses can demonstrate their com-
mitment to protecting data privacy and security, building trust
with customers, and mitigating the risks associated with data
breaches and privacy violations [4, p. 10].

Compliance Challenges and Risks. Complying with
data privacy and security regulations poses various challenges
for businesses in the digital age. These challenges come with
inherent risks that businesses need to address.

One major challenge is the complexity of the regulatory
landscape. Data privacy and security regulations differ across
jurisdictions, making it difficult for businesses operating
globally to navigate and ensure compliance with multiple sets
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of laws. Understanding the nuances of each regulation, such
as the GDPR, CCPA, and others, requires significant resources
and expertise.

Another challenge is the evolving nature of technology.
Technology is constantly advancing, and businesses must
adapt their data privacy and security practices accordingly. Ho-
wever, keeping up with technological advancements, such as
cloud computing, Internet of Things (IoT), and artificial intel-
ligence (AI), presents challenges. Businesses must ensure that
their data protection measures are up to date and can address
the unique risks associated with emerging technologies.

Businesses often rely on third-party vendors and service
providers to handle and process data. However, entrusting data
to third parties introduces additional risks. Businesses must
carefully assess the data protection practices of their vend-
ors and ensure that appropriate contractual agreements are in
place to protect the data and mitigate potential risks.

Data breaches and cybersecurity threats pose significant
risks to businesses and individuals. The cost of data breaches
can be substantial, including financial losses, reputational
damage, and legal consequences. Businesses must imple-
ment robust cybersecurity measures, conduct regular risk
assessments, and develop incident response plans to mitigate
the risks associated with data breaches and cyberattacks.

International data transfers also present challenges. Global
businesses often need to transfer data across borders. However,
different jurisdictions have different requirements for cross-bor-
der data transfers. Businesses must navigate these restrictions
and implement appropriate safeguards, such as Standard Con-
tractual Clauses (SCCs) or Binding Corporate Rules (BCRs),
to ensure lawful and secure international data transfers.

Non-compliance with data privacy and security regulations
can lead to severe legal consequences for businesses. Regu-
latory authorities have the power to impose fines, penalties,
and sanctions for violations. For instance, under the GDPR,
non-compliance can result in fines of up to 4% of the annual
global turnover or €20 million, whichever is higher. Moreover,
non-compliance can result in reputational damage, loss of cus-
tomer trust, and potential lawsuits from affected individuals.
The negative impact on business operations and financial sta-
bility can be significant. Therefore, businesses must prioritize
compliance efforts to avoid legal consequences and maintain
their reputation in the market [5, p. 42].

Emerging Issues and Future Trends in Data Privacy
and Security. Data privacy and security continue to be evolv-
ing areas, and businesses must stay informed about emerging
issues and future trends. This proactive approach is crucial to
effectively manage risks and protect data. Several key areas
are shaping the future of data privacy and security:

a. Increased Regulatory Focus: Regulatory authorities
worldwide are placing a stronger emphasis on data privacy
and security due to growing public concern. Businesses can
expect stricter enforcement, new regulations, and enhanced
scrutiny in the coming years. Staying up to date with regula-
tory developments and adjusting compliance strategies accord-
ingly will be crucial. This includes understanding the impact
of regional regulations, such as the GDPR, CCPA, and other
emerging frameworks, on data processing practices and ensur-
ing compliance across different jurisdictions.

b. Artificial Intelligence and Machine Learning: The use
of Al and machine learning technologies presents unique
challenges for data privacy and security. Businesses must
address issues related to algorithmic bias, explainability,
and data protection in Al-driven systems. As Al becomes
more integrated into various aspects of business operations,
organizations must implement privacy-by-design princi-
ples and adopt robust privacy-preserving techniques. This
involves ensuring transparency and fairness in Al algo-
rithms, implementing data anonymization and encryption
methods, and establishing data governance frameworks that
encompass Al models and applications.

c. Data Ethics and Governance: Businesses are increas-
ingly being held accountable for ethical data practices. Estab-
lishing robust data governance frameworks and promoting
responsible data handling practices will become more import-
ant. This includes defining clear policies and procedures for
data collection, use, and retention, as well as ensuring compli-
ance with ethical principles, such as data minimization, pur-
pose limitation, and user consent. Organizations should pri-
oritize transparency and accountability in their data practices,
fostering a culture of responsible data stewardship throughout
the organization.

d. Privacy-Enhancing Technologies: Privacy-enhancing
technologies are gaining attention as tools to strengthen data
privacy and security. These technologies aim to provide pri-
vacy protections while enabling data analysis and sharing.
Differential privacy, homomorphic encryption, and secure
multiparty computation are examples of privacy-enhancing
technologies that allow for data analysis while preserving pri-
vacy. Businesses should explore and adopt these technologies
where appropriate to enhance data protection and maintain
compliance with evolving regulations. Embracing privacy-en-
hancing technologies can offer a competitive advantage by
demonstrating a commitment to privacy and security.

e. Data Localization and Sovereignty: Some jurisdic-
tions are considering or implementing data localization laws
that require businesses to store and process data within their
borders. This trend raises concerns about cross-border data
transfers and compliance with various legal frameworks. Busi-
nesses should closely monitor developments in data localiz-
ation regulations and assess the impact on their operations.
Implementing data governance strategies that address data
residency requirements and incorporating privacy-preserving
techniques can help navigate these challenges.

By staying proactive, adapting to emerging issues,
and keeping abreast of future trends, businesses can navigate
the evolving landscape of data privacy and security, mitigate
risks, and ensure compliance with legal obligations. Taking
a comprehensive approach to data privacy and security not
only protects businesses from potential legal consequences but
also fosters trust with customers and stakeholders in the digital
age. Organizations that prioritize privacy and security will be
better positioned to succeed in a data-driven world [6, p. 18].

Best Practices and Recommendations. To effectively
address data privacy and security in the digital age, businesses
should adopt best practices and implement recommended
measures. By establishing a comprehensive data privacy
and security program, training employees on data protec-
tion and cybersecurity awareness, and engaging third-party
vendors with robust data protection measures, businesses can
enhance their data privacy and security practices [7, p. 17].

a. Establishing a Comprehensive Data Privacy and Sec-
urity Program: Businesses should develop and implement
a comprehensive data privacy and security program that
encompasses policies, procedures, and technical safeguards.
This program should be tailored to the specific needs and risks
of the organization and aligned with applicable data protec-
tion regulations. It should include clear guidelines on data
collection, processing, retention, and disposal, as well as
mechanisms to ensure compliance with privacy laws. Regu-
lar risk assessments, privacy impact assessments, and audits
should be conducted to identify vulnerabilities and address
them promptly. The program should also incorporate incident
response plans and procedures to effectively handle and miti-
gate the impact of data breaches or security incidents.

b. Training Employees on Data Protection and Cybersecu-
rity Awareness: Employees play a crucial role in maintaining
data privacy and security. Businesses should provide compre-
hensive training programs to educate employees about data
protection principles, cybersecurity best practices, and their
role in safeguarding sensitive information. Training should
cover topics such as recognizing and reporting security threats,

648



IOpuanunmnii HayKOBUM €1EKTPOHHUMN Ky pHAI

understanding phishing attempts, practicing secure data hand-
ling, and adhering to privacy policies and procedures. Ongoing
training and awareness initiatives will help cultivate a privacy
and security-conscious culture within the organization.

c. Engaging Third-Party Vendors with Robust Data Protec-
tion Measures: Many businesses rely on third-party vendors
and service providers for various functions that involve hand-
ling personal data. When engaging such vendors, it is essential
to conduct due diligence to assess their data protection practi-
ces. This includes evaluating their security measures, privacy
policies, and compliance with relevant regulations. Businesses
should establish strong contractual agreements that clearly define
the obligations of the vendor regarding data protection and secur-
ity. Regular monitoring and audits should be conducted to ensure
ongoing compliance by the vendor. It is crucial to select vendors
that prioritize data privacy and security and align with the organ-
ization’s commitment to protecting customer information.

d. Data Minimization and Retention Policies: Imple-
menting data minimization practices and establishing clear
data retention policies are essential steps in protecting per-
sonal data. Businesses should only collect and retain the data
necessary to fulfill specific purposes and delete or anonymize
data that is no longer required. By adopting a data minimiz-
ation approach, organizations can reduce the risk associated
with storing unnecessary data and limit their exposure in case
of a data breach or security incident.

e. Regular Security Assessments and Updates: Businesses
should conduct regular security assessments to identify vul-
nerabilities and address them promptly. This includes evaluat-
ing the effectiveness of technical safeguards, such as firewalls,
encryption, and access controls, and implementing necessary

updates and patches to address known security vulnerabilities.
Regular security testing, such as penetration testing and vul-
nerability scanning, can help identify potential weaknesses
and proactively address them.

f. Privacy by Design and Default: Incorporating privacy by
design and default principles into product and service develop-
ment processes is crucial. Privacy considerations should be
integrated from the initial design phase, ensuring that pri-
vacy controls and safeguards are built into the architecture
and functionality of the systems. By default, the highest pri-
vacy settings should be applied to protect user data, allowing
individuals to have control over their personal information.

By implementing these best practices and recommenda-
tions, businesses can strengthen their data privacy and secur-
ity posture, reduce the risk of data breaches, and build trust
with customers and stakeholders. Prioritizing data protection
is not only a legal obligation but also a strategic advantage in
the digital age where data privacy and security are paramount
concerns [8, p. 94].

In conclusion, businesses must recognize that data privacy
and security are paramount in the digital age. By adhering to
legal obligations, establishing comprehensive data privacy
and security programs, training employees, engaging trust-
worthy third-party vendors, and staying proactive in compli-
ance efforts, businesses can navigate the complex landscape
of data protection. Proactive compliance not only mitigates
legal risks but also fosters customer trust and ensures a com-
petitive advantage in today’s data-driven world. As data pri-
vacy and security continue to evolve, businesses must remain
vigilant, adaptable, and committed to protecting the privacy
and security of customer data.
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