Ne 6/2017

My Ha 20 anpens 2016 r.) : coBeplueHo B T. JlanneeHpaHTta 27 masa 2010 r. [OnekTpoHHbI pecypc]. — Pexxum goctyna : http://docs.cntd.ru/

document/902298924.

53. Terms of Lease in perpetuity of Tin Bigha Area : Signed at New Delhi on the 7-th of October 1982 [EnekTpoHHui1 pecypc). — Pexum g

octyny : http://www.clcbd.org/document/download/224.html.
54. MupHbIn foroBop ¢ OUHNSHAMEN :

nognucad B . Mapwxe 10 cdeBpans 1947 r. // BHewHss nonutuka Cosetckoro Cotosa 1947 r. —

B 2-x kH. — Y. |. : ok. n matep. AHuBapb — ntoHb 1947 . — Mockaa : locya. usag-so nonur. nut., 1952. — C. 327-360.

55. Cornawenne mexagy Cotozom Cosetckux Coumanmctuyeckux Pecnybnuk n ®unnsHackon Pecnybnukon o6 otkase CoseTckoro Cotosa
OT NpaB Ha ucnonb3oBaHue Tepputopum MNMopkkana-Yan Ans BOEHHO-MOPCKOW 6a3bl U BbIBOAE COBETCKMX BOOPYXKEHHbIX CUI C 3TON TEPPUTOPUM
coBepLueHo B I. Mockse 19 ceHTsi6pst 1955 1. // BegomocTn BepxosHoro Coseta CCCP. — 1955. — Ne 20. — C. 548-550.

56. NATO Treaty : Signed in Washington DC, 4th April 1949 [EnekTpoHHuin pecypc]. — Pexxum goctyny : http://avalon.law.yale.edu/

20th_century/nato.asp.

YAK 341:004

MIKHAPOTHO-ITPABOBI ITPOBJIEMM MLIITAPU3AIIL KIGEPIIPOCTOPY

INTERNATIONAL LEGAL PROBLEMS OF CYBERSPACE MILITARIZATION

Dequenxo /LI,
cryaenTka III kypey

Inemumym npoxypamypu ma KpuminaibHoi ocmuyii

Hayionanvnozo opuduunoeo yrieepcumeny imeni Apocrasa Myopozo

CTaTTio NPMCBAYEHO AOCNIIKEHHIO CYTHOCTI aKTyanbHOro SBULLa MiXKHapOAHOro npasa — KibepnpocTopy. Y cTaTTi npoaHaniaoBaHO HayKoBi
nigxoam [0 BU3HAYEHHS! LIbOrO MOHSTTS, BCTAHOBMNEHO OT0 XapakTepHi 03HakW. 3 ornsgy Ha CTPIMKUIA PO3BUTOK KibepnpocTopy i NoxigHux Bia
HbOTO SABWLL, HAAAHO XapaKTepuCTUKy KibepBinHK Ta kibepbeaneku, JocnimKkeHo Npobnemu, siki BUHMKAOTb Y 3B'A3KY i3 MPaKTUYHUM BUKOPUCTAH-

HSIM LMX MOHATh, | 3anponoHOBaHO cnocib ix BUPILLEHHS.

KntouyoBi cnoBa: kibepnpocrTip, kibepsiiiHa, Kibepbeaneka, kibepaTaka, Kibep3anounHHiCTb, iHdbopmaTusauis cycninbcTea, iHbopmaLiiHa Bi-

nHa.

B cTaTbe nccreayeTcs CyTb akTyanbHOMo SBNEHUs MEeXOyHapoaHOro npaea — KubepnpocTpaHcTsa. B cTatbe npoaHanuanpoBaHbl HayuHble
MOMAXOAb! K OMPEAEneHMIo 9TOro MOHSATUS, YCTaHOBIEHbI €ro XapakTepHble kauectsa. C yY&TOM CTPEMUTENBHOMO Pa3BUTHS KMBeprnpocTpaHCcTea
1 NPOM3BOAHbIX OT HErO ABMEHUI NPEAOCTABMAETCS XapakTepucTika kKnbepsomHbl 1 knbep6esonacHoCTu, UcCrefoBaHb! NPOBIembl, BO3HMKa0-
LLIMe B CBA3Y C NMPaKTUHECKUM MCTIONb30BaHNEM 3TUX MOHATUN, U MPEANOXKEH CNOCO6 MX PeLLeHNs.

KnioueBble croBa: knbepnpocTpaHcTBo, kubepBoiiHa, kubepbesonacHocTb, knbepataka, KubepnpecTynHoCTb, MHdopMaTh3aUms obLue-

CTBa, MHOPMALMOHHAs BOMHA.

The article is devoted to the study of the essence of the actual phenomenon of international law — cyberspace. The article examines the views
of different scholars on the definition of this concept, as well as on its characteristic features. Given the rapid development of cyberspace and
the phenomena derived from it, the characteristics of cyber warfare and cyber security were given, the problems that arise in connection with the
practical use of these concepts were explored and a way of solving them was proposed.

In contemporary legal science, considerable attention is devoted to the study of cyberspace, but, unfortunately, there is no single approach
to the definition of this concept. Therefore, there is a need for its consolidation in national legislation and international law. A phenomenon like
cyberwar may have negative consequences for society and the state, so it is necessary to regulate it by a single normative act and create bodies

that will function to provide cybersecurity.

The article explores the difference between the concepts of “cyberwar” and “information warfare”. The article gives examples of cyberattacks
to different countries of the world and follows the mechanism and the purpose of the activities of persons who carry out cyberattacks. The author
compares the cyberwar and armed war, highlighting their common features and differences.

The article analyzes the need to stop the militarization of cyberspace, since its use for improper purposes may cause human casualties and
compromise the existence of a state that is less developed in the field of information technology.

The article analyzes the influence of cyberspace on Ukraine.

Key words: cyberspace, cyberwar, cyberattack, information war, cybersecurity, cybercrime.

Ha cy4yacHOMy eTarii po3BHTKY CYCIiJIbCTBa BiIOyBa€THCS
MacoBe BIIPOBAKEHHs iH(GOpMaLifHIX TEXHOJOTIH 1 1X 310-
OyTKIB Y KHTTEMISUIBHICTD BCIX Cy0’€KTiB. Binbuiicts nroaeu,
a OTXKe, 1 JIepKaB, BKe HE MOXKYTh iICHYBaTH Ta (DYHKIIIOHY-
Batu 0e3 mpueIHaHHA 10 Mepexi [aTepret. CriocrepiraeTbes
TEHJCHLIsl CTBOPEHHS HAJ3BUYallHO PO3raly’KeHOi Mepexi
mia’eqHaHUX 10 [HTepHeTy pedell, 10 MOXYTh (yHKI[IOHYBa-
TH camocTiitHo (Tak 3Banuil “Internet of Things”) [1, c. 199].
STk HACMIJIOK, TIOPSJT 13 3arajlbHOBU3HAHUMH 3EMHHM, IOBI-
TPSIHUM, MOPCHKHM 1 KOCMIYHHM TIPOCTOpAaM{ BHHHUKAE IIIE
OJIMH, sIKUI NOTpeOye HeralHOro NPaBoOBOIO BPETyY/IIOBAHHS 1
Ha MDXHApPOJIHOMY, i Ha HalliOHAIBHUX PiBHSIX — KiOeprnpocTip.
Binkpurtuii kKibeprpocTip po3HIMproe CBOOOILY Ta MOXKIMBOCTI
Jroziel, 30aradye CycIiIbCTBO, CTBOPIOE HOBHH TIIOOANbHUIT
IHTepaKTUBHUI PUHOK ieH, TOCIIPKeHb Ta 1HHOBALil, CTH-
MYJIIO€ BiIIOBifaNbHy 1 eeKTUBHY poOOTY Biaau i aKTUBHE
3aJly4CHHS TPOMAJISH O YIPABIIiHHS JAEPKaBOIO Ta BUPIIICH-
HSl TIMTaHb MICIIEBOTO 3HAYCHHs, 3a0e3reuye MyOmiuHICTh 1

MPO30PICTh BIIAJIH, CIIPHSIE 3aN00iraHHIO0 KOpyIIii. BogHouac
HepeBaru Cy4acHoro KibeprnpocTopy 00yMOBHIM BUHUKHEHHS
HOBHX 3arpo3 HallloHaNbHiM 1 MibkHaponuiii Oesneui. [Topsin
3 IHIWACGHTAMH IPUPOAHOrO (HEHABMUCHOTO) IOXO/KCHHS
3pOCTa€ KUIBKICTh 1 MOTYXKHICTh KiOepaTak, BMOTHBOBaHHX
IHTEepecamMn OKPEeMUX JepxkaB, TpyIl i oci [2, ¢. 63]. Ockiib-
KU KiOEpIpoCTip HEMa€e KOJHUX MEK, BAHHKAE HarajibHa 1o-
Tpeba y3roauTH CIiBpOOITHULTBO, CIPSIMOBAaHE Ha OOPOTHOY
3 KiOep3JIOYMHHICTIO HA MIDXHAPOJAHOMY DIBHI, a/)Ke MOBHE
HOPMAaTHBHE PETyTIOBAaHHS HaHOI cepH BIiICYTHE, IO TPH-
3BOJUTH J0 HU3KU MpoOieM i cynepeunoctedd. Came B IIbOMY
BOAuaeThCs aKTyaJIbHICTh JAHOT TEMHU.

KiGepnpocrip i 3arposu, 1oB’si3aHi 3 HOro BAHUKHEHHSIM,
BKE JIOBTUH Yac JOCII/PKYIOTh 1 MIXdKHAPO/IHI HAYKOBIIi, IK-OT:
M. Ilwmitt, B. Xaiiatmens ¢on Xaiiuer, B. Byt6i, T. Binr-
¢inn, b. Hewmeiipe, I1. Maprynic, k. Kapp, M. Jlibiuxi,
X. JIin, M. Maromenos, T. Pin, E. ®@imion, I. [llunkapenpka i
iHIII1, 1 BITYM3HSHI BUeHi, cepen sikux: J[. Jlyoos, A. Boiinexis-
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IOpunraHmit HAYKOBHIA €IEKTPOHHUM KypHAT

cekuit, O. Mepexko, FO. Pasmeraesa, B. bypsaok, O. ['puryH,
1. 3abapa, €. Ckynui, M. Kamyarauii. OnHak, 3BaKa0ud Ha
PI3HOMAHITHICTh HayKOBUX HOIIAAIB HA JOCIIIXKYBAHE SIBU-
11e, 0Ci He pO3pOOIEHO €MHOIO MiAXOAY A0 TEePMiHOIOriU-
HOTO BH3HAYCHHS IMOHATTS «KiOEpPIpOCTip» 1 MOXITHUX Bif
HBOTO («KiOepOe3smnekay, «KibepBiitHay TOII0), BHOKPEMIICHHS
XapaKTepHUX PHC, 3’CYBaHHS CyTHOCTI IUX SIBHUIL, OOIPYyH-
TyBaHHS 3ac00iB 6OpoThOM 13 3arpo3aMu, SIKi BUHHKAIOTb.
[TpogiaHi (axiBili cXOAATHCS JIMIIE Y BU3HAHHI HEOOXIAHOCTI
YXBaJICHHS €INHOTO YHIBEPCAJIBHOTO aKTa, IKHH OM BPEryJIo-
BaB BIJIHOCHHHU MIX JIep)KaBaMu B 1iil cdepi.

Tomy MeTo0 ¢TATTi € HOpMyBaHHS y3arajabHEHOTO BU3HA-
YeHHs TOHATh «KiOepnpocTip» 1 «kibepOesnekay, HaBeJeHHs
XapaKTepPUCTHKH 3arpo3, sKi BUHUKAKOTh Yy AaHid cdepi, Ta
po0IieM, OB’ 3aHUX 13 3aM00IraHHIM TaKKM 3arpo3am, Ghop-
MYITIOBaHHSI MOXKJIMBUX LULSIXiB iX BUPIIICHHS HA MiKHAPOJI-
HOMY piBHI.

KoHOTO pOKy Jiep’KaBH CTBOPIOIOTH HOBI CIIelliali3oBaHi
OpraHd ¥ yXBaJIOIOTh aKTH HalliOHAJILHOTO 3aKOHOIABCTBA,
SIKI TIOKJTMKAHI TapaHTyBaTH KibepOe3neKy, HopMaibHe (QyHK-
IIOHYBAaHHS BCIX CHCTEM, MPHEIHAHUX J0 MEpexi [HTepHeT,
PEryaioBaTH BJIACHY AiSUIBHICTH Y KiOepmpocTopi, 3aXHINATH
cBoe iH(opMartiiiHe cepenosuiiie. [le CBIAYUTE PO BU3HAHHS
JiepKaBaMHu peajibHOT HasBHOCTI HEOE3MEKH BiJl HEIPaBOMIp-
HUX JisHb y KiOepnpocTopi.

[TigTBepKEeHHIM MiJTiTapU3allii KibeprnpocTopy, 1110 3poc-
Tae, € AOCHIPKeHHs, mpoBeeHe [lxeiiMcoMm A. JIbroicom i Ka-
Tpinoto TimiiH y Mexax [Hctutyty Opranizanii O0’eHaHHX
Hauiii (mani — OOH) 3 mutanb po330poennst (nani — FOHIIIP)
[I0J10 OIIHKH HAI[lOHAJILHUX JOKTPHUH JIepxkKaB y cdepi Kidep-
Oe3neku Ta KibepBiiiHHU. Y JOCIHIPKEHHI IepKaBU PO3IOJIiie-
HO Ha JIBl KaTeropii: JepkaBu, 110 BIAHOCITh MUTaHHS iH(pOp-
MarliifHoi Oe3MeKH 10 BIICHKOBOT JOKTPUHH, Ta JCPIKaBH, 1110
CTOATH Ha MO3ULII PO3MISLY MUTaHb iH(GOPMaLiiHOI 6e3neKu
3 MOIIAAY LMBINBHOTO miaxony. Bapro 3BepHyTH yBary Ha
Te, 10 BUINE3a3HAUCHE JTOCIIKCHHS TPOBOAMIIOCH JIBIYl — Y
2011 ta 2012 pp. Bianosigno no mocmimkenns 2011 p., 68
i3 193 nepxkas-wieHiB OOH MaroTh HauioHaJbHI JOKTPUHHU
inopmarniitnoi 6esnexu. Cepen HuX 32 nepskaBH BKIIOYHU-
JIM TIOHSTTS KiOEPBIMHU IO CBOIX HAIlIOHAIBHUX CTpaTerii, a
MUTaHHS iHPOPMAIITHOT Oe3MeKH BiIHECEHO 0 KOMIETEHIIIT
BOEHHHUX BiJJOMCTB, TOJI 5K y 36 AeprkaBax nuTaHHs iHGopma-
Li#HOT Oe3IeKu BiJHECEHO JI0 BiaHHs IUBIILHUX BIJJOMCTB 1
opranizaniii. [Ipore mocnimkenns, nposeaene 2012 p., 3acBia-
YUJIO HAA3BHYAHHO MIBHIKE 3POCTAHHS HAIIOHAJIBHUX JIOK-
TpuH iH(popMariiiHOi Oe3neku cepexn nepxap-wieHie OOH.
Tak, cranom Ha 2012 p. iX KinbKicTb 3pocna go 114, cepen
SKHUX 47 NOKTPUH BITHOCATH MUTaHHA iHpOpMaLiiiHoi Oe3me-
KM JI0 BIICBKOBOTO acCmeKTy, a 67 MalOTh BUKIFOUHO IHBIJIb-
Hi miporpamu. Ha ocoOnuBy yBary 3aciyroBye Toi (akr, 1o
BIJITIOBIIHO JIO MTPOBEICHOTO TOCII/KEHHS KiIbKICTh JIEpIKaB,
SKi CTBOPWIM UM IIIaHYIOTb CTBOPHUTHU CIIELiajibHi BificbKOBi
(hopmyBaHHs 3 MUTaHb KidepOe3mneku, 3pociia 3a pik i3 12 1o
27 [3, c. 113]. Lle cBiguuTh MpO 3pOCTaHHS BIUIMBY Kibepri-
pocTopy i Kibep3arpo3 Ha BHYTPIIITHIO Ta 30BHILITHIO MOJITUKY
JIEPoKaB.

CrpoOu HOPMAaTHBHOTO PETYIIOBAHHS KiOeprnpocTopy
posnouanucs 3 1998 p. KoxxHoro poky I'enepanbHa AcamoO-
nest rotye pesomoriii «Jlocsraenns B cdepi iHopmaruszariii
1 TeJEeKOMyHIKalliil y KOHTEKCTI MiHapoaHoi Oe3mexu». Lli
JIOKYMEHTH CHPUSIOTH IMiJIBULIICHHIO YBaru JIep»as 10 HE00-
X1IHOCTI BPETYIJIFOBaHHS BIJIHOCHH MK HUMH B KiOepIipocTo-
pi. OkpeMy yBary nutanHsaM kidepoesneku npuaiise it OOH.
VY munai 2000 p. B SINoHIT Ipe3uIeHTH BOCBMH MPOBITHHX
KpaiH cBiTy mifnucany XapTiio mio6anbHoro iHdopmMaiiHo-
ro cycrinbeTBa (Takox Binomy sik OkiHaBcbka xapTist — /1. @.)
3 METOK PO3BUTKY CBITOBOT €KOHOMIKH Ta MEPEXOAy /IO HO-
BOTO €TaIly PO3BHUTKY CyCHUIbCTBA. Y XapTii MiIKpeCcIIOeTh-
csi: «IH(popmaLiiiHO-KOMYHIKALIIHHI TEXHOJIOTIT € OJHUMH 3
HaWOUIbII BayKIMBUX YMHHMKIB, 110 BIUIMBAIOTH Ha (opMy-
BaHHs CyCHiNbCTBA ABAMIATH MEPIIOTO CTOMITTA. IX peBostio-

LiliHA i1 CTOCYETHCS CIIOCOOY KHUTTS JIFONEH, iIXHbOT OCBITH
i poOOTH, a TAaKOXK B3aEMOJIl ypsAy 1 CaMOro CyCIIJIbCTBa»
[4, c. 794]. 20 rpymus 2002 p. pesomoriero 57/239 Tene-
panbHOi AcamOiiel Oyiau yxBaneHi « EneMeHTH AJ1sl CTBOPEHHS
100abHOI KyIbTypu KibepOesnekuy». Sk 3a3HauaeThes B J10-
KyMEHTI, «I7100abHa KyabTypa Kibepoesneku Oyae BUMaratu
BiJl yCIX YYacHHKIB BpaxyBaHHsS 9 OCHOBHHX B3a€MOJIONOB-
HIOIOUMX EJIEMEHTIB: 00i3HaHICTh, BIAMOBIIAJIBHICTh, peary-
BaHHS, €THKA, JIEMOKpATisi, OlliIHKA PU3HKY, IPOCKTYBAHHS Ta
BIIPOBA/KEHHA 3aco0iB 3a0e3MeueHHs Oe3NeKH, yNpaBiiH-
Hs 3a0e3nedeHHs M Oe3mnexH, nepeoiinkay. Takox y 2012 p.
BcecBiTHROI0O acamOieero 3i cTaHmapTH3AIlll eIeKTPO3B’ 3Ky
MiXXHapOIHOTO COI03Y EJIEKTPO3B’s3Ky Oyna yxBayeHa Peso-
monis 50 «KibepGesnekay, Ko, cepea iHIoro, Oyino mia-
KPECIICHO, 110 BCIM 3alliKaBJICHUM CTOpPOHAM HEOOXIJHO pa-
30M TIpAIFOBATH HaJ PO3pOOJICHHSIM CTaHAAPTIB 1 MPHUHIIHITIB
JUTSL 3aXUCTY BiJ KiOepaTak i MOJETIIIEHHsT BUSIBICHHS JKEPeI
arak. Kpim Toro, BapTo cpusTH II00AIBHUM Y3TOMKCHUM i
CYMICHMM TIpoliecaM OOMiHY iH(pOpMAI€0, 0 CTOCYEThCS
pearyBanHs Ha iHImAeHTH. Takox y 2012 p. OOH 6ys1o migro-
TOBJIEHO JIOTIOBi/b TPYITH yPsIIOBUX €KCHEPTIB i3 JOCSATHEHB
y cdepi iHdopmaruzanii Ta TeIEKOMYHIKalili y KOHTEKCTI
MbKHapozHoi Oe3nexu. I'pyna cepen iHIIOro NOroAmIacs, o
3aXOM IO 3MIIHEHHIO AOBIpH, SIK-OT KOHTAKTH Ha BHCOKOMY
piBHI 1 cBoeyacHU# 0OMiH iHQOPMAIII€r0, MOXKYTh MiABHUILIUTH
JIOBIpY 1 BIIEBHEHICTh CEePeI yCiX KpaiH i CIPHATH 3HUKEHHIO
PHU3HKY BHHUKHEHHSI KOHQITIKTY 3aBISKH T IBUIIICHHIO TIEPe/I-
0auyBaHOCTI i yCyHEHHIO XHMOHUX YSIBICHb. BayxJIMBUM € Te,
110 3a pe3yabraraMu J{onosizi OyIo miaATBEpKEHO, IO Ha Ki-
OepIrpocTip MOUIUPIOETHCS it MKHAPOIHOTO TPaBa, 30KpeMa
it Craryty OOH [5, c. 321].

Cepen oprais, sIKi 311iCHIOIOTH PETyJIIOBaHHS Kibepmpoc-
TOpY, BapTO 3a3HauUTH Taki: B €Bporneiicbkomy Coro3i (nami —
€C) dyHKIIOHYE ATEHTCTBO 3 MEPEKEBOI Ta THPOPMAIIHHOT
6e3nexu (European Network and Information Security Agency,
ENISA), y Cnonyuyenux Illtarax Amepuxu (nani — CIHA) ki-
OepOesrekoro 3aiiMaeThcsi ATGHTCTBO HAlllOHATIBHOT O€3IeKH,
y HATO ctBopenuit Komiter i3 kibepreruunoi o6oponu (The
Cyber Defence Committee), a Takoxx CriibHHIA HEHTp i3 Ki-
6epuernanoi oboponu (Cooperative Cyber Defence Centre of
Excellence), CnenianizoBanuii LeHTp 3 000poHH y cdepi Ki-
6epoesnekn HATO (CCDCOE), MixkHapoiHuit anbsiHC 13 3a-
oe3neuenns kibepoesneku (ICSPA), Turepmon (INTERPOL),
MixHaponHe 6araToCTOpOHHE TOBAPUCTBO NPOTH Kibep3arpo3
(IMPACT) ta in. Came BOHU MarOTh 3/IilICHIOBAaTH PETYIIOBaH-
HS1 JIISUTBHOCTI y KibeprpocTopi.

Jlep»aBu Ta Mi>XHAPOJIHI YCTAHOBU BXKHUBAIOTh TEPMIH «Ki-
Oepripoctipy, ane ohiiifHOro HOPMAaTHBHOTO HOTO TITyMa4yeH-
HSl HE HaJJaHO. Y HayKOBii po3pobui icHye 6e3mi4 miAXoAiB 10
HOro BU3HAYECHHS.

SIKmo po3misiiaTi  KibeprnpocTip K CIOBOCHONTYYCHHS
«KIOEPHETHYHHIA IPOCTIP», TO KIOEPIPOCTIp — I1e poCTip (Te-
puTOpis), AKUI CTBOPEHUH 1 IpallOe€ Ha OCHOBI MPUHIUIIIB,
MEeTOAiB KiOepHETHKH (HAayKH MPO 3arajibHi 3aKOHU OAEpIKaH-
Hs1, 30epiranus, nepeaadi it 00pooku iHpopmarrii) [6, ¢. 216].

3 dinocodcepkoro morsLy, KibepnpocTip — 1e cdepa Bip-
TyaJbHOTO OyTTs JIFOJMHH, 1€ 0T 1HII 3aKOHH, 1HII 3BUYai,
JIe JIFOJIMHA TIEPETBOPIOETHCS HA ITPOMA/SIHIHA IHIIOT Aepika-
BH, CTa€ «kibepHaBTOM» [7, C. 144].

BianoBiiHO /10 MIXKHAPOHOTO CTaHIAPTY, KiOeprpocTip —
IIe Cepe/lOBUIIE iCHYBaHHS, 1[0 BUHHKIIO B PE3yIbTaTi B3a-
eMoii JIFoJe, MporpaMHOro 3a0e3Me4YeHHs Ta Mociyr B [H-
TEPHETI 32 JIOTIOMOTOI0 TEXHOJIOTIYHUX MPHUCTPOIB 1 MEPEK,
IO M1 €IHAHI 0 HUX, SIKOTO HE iCHY€ B Oyab-sKiil (i3uuHiit
bopwmi.

Jlesiki mepkaBH BCE K HPOIOHYIOTH BJIACHE BH3HAYCH-
Hs 3ragaHoro mnousttsa. Hampukmaa, y CHIA kiGepmpoc-
Tip — 1e cdepa, IKa XapaKTepU3y€EThCSI MOXKIIUBICTIO BHUKO-
PHCTaHHS €JIEKTPOHHHX W ENIEKTPOMAarHiTHUX 3aco0iB IS
3amaM’ITOBYBaHHS, MoAM(iKyBaHHS II OOMiHy AaHMMH B
MEpEKEBUX CUCTEMax 1 MOB’s3aHil 13 HuMM (iznuHiil iHppa-
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CTpYKTYypi; y BenmukoOpuranii kibeprpocTipoM Ha3UBarOTh BCI
(bopmu MepexeBoi 1U(POBOT AKTUBHOCTI, IO MICTITh KOH-
TeHT 1 Aii, 3nilicHIOBaHI yepe3 uudpoBi Mepexi; y Himeuunni
Kibeprpoctip — 1e Bes iHpopMmaliiiHa iHppacTpyKTypa, siKa
JocTynHa 4yepe3 [HrepHeT mo3a OyIb-IKUMH TePUTOPiaIbHU-
MH KopJoHamH. 3a Oo]imiHHUMH JOKyMEHTaMu €BpOCOO3Y,
KiOeprpocTip — e BipTyaJbHUI MPOCTIP, B IKOMY IUPKYITIO-
I0Tb €JIEKTPOHHI JJaHi CBITOBUX NEPCOHAJIBHUX KOMII'IOTEPIB
[2,c. 62].

B Vkpaini B3araii BiICyTHE €IMHE MOHATTS KiOEpIpoCTO-
py. C. T'nariok y pesynbrari GaraTroKpHTepiabHOTO aHami3y
3alIpPOIIOHYBAaB TaKe y3araJbHEHEe BU3HAYCHHS: Kibeprpoc-
Tip — 1Ie BipTyaJbHUM NPOCTIp, 110 OTPUMAHUN Yy pe3yabTari
B3a€MOJII1 KOPUCTYBaviB, MPOrPAMHOTO i amapaTHOro 3abes-
MIEYSHHsI, MEPEKEBUX TEXHOJIOTIH (30kpeMa i [HTepHeTy) st
MiATPUMKH H YHPaBIiHHS MpollecaMH NepeTBOPEHHS iH(Op-
Marlii (eleKTpoHHHUX iH(opMaliiHIX pecypciB) 3 METOIO 3a-
Oe3nedeHHs iH(popmaliitHux norped cycminabersa [§, ¢. 119].

[TincymMoByrOuM BHIIE3a3HAYCHE, JOIIBHO 3aMpONOHY-
BaTH ILle OJHE y3arajbHEeHe BU3HAYCHHs: KiOepmpocTip — e
KaTeropis MIKHAPOJHOIO IpaBa, sKa BU3HAYAE CHELU(IUHY
cdepy, 0 He OOMEKEHA JKOXHUMHU KOPIOHAMHU Ta BUKOPHC-
TOBYETBCS JIepKaBaMH, IHIINMH Cy0’€KTaMM ISl TOCATHEHHS
BiMOBIIHMX I1ieii a00 HaCTaHHS MEBHUX HACIIIKIB, IIUIIXOM
3aCTOCYBaHHs KiOEpHETHMYHUX MOXJIMBOCTEH, HOBITHIX iH-
(hopmMaLiitHUX TEXHOIOTIH.

BunukHeHHs: Mepexi [HTepHeT 1 nopanbiie GopMyBaHHS
kibeprpocTopy Oyio CIpSMOBAaHE BHKIIFOUHO HA JOCSTHEHHS
MUPHHX I[iJIeH 1 33J0BOJICHHSI MUPHHX TOTPeO, aje iCHyBaHH
MO3UTHBHOTO SIBUIIA 3aKOHOMIPHO CIPHYMHSE HASBHICTH He-
ratuBHoro. KibepnpocTip xapakTepusyeTbcsi MaclITaOHICTIO,
1 SIK TIO3UTHUBHI HACITIIKK MOTO ICHYBaHHSI, TaK 1 HEraTUBHI, MO-
XKYTb CSTaTH BiJI 3arpo3u MOpPYLICHHS IpaBa Ha MPHUBATHICTh
OJIHi€T 0cO0M 10 MOPYILIEHHS [IpaBa Ha XKUTTA, AIIBHOCTI iHD-
PaCTPYKTYpH, iCHYBaHHS JICp>KaBU 3arajioM.

Po3BHUTOK 1 BAOCKOHAJCHHS 1H()OPMALIHHUX TEXHOJOTIH
PO3IIUPIOE MOKIIMBOCTI KiOEp3TIOUMHIB, 30KpeMa 1 Juis 37ii-
cHeHHs (pi3NTHNX BOMBCTB, 00 y cepi OXOPOHH 3T0POB’s, 1e
6arato IPHUCTPOIB MAFOTh BUXIJl Y MEPEKY, 3TIOYMHII MOXKYTh
OC3KOHTAKTHO 3/1liCHIOBaTH BOWBCTBA, HANPUKIIAJ, BiJIKIIIO-
YHUBIIU KapIIOCTUMYIIATOP abo amapar MITYYHOT BEHTHIISIIT
JIETeHIB, 3MIHUBIIYM TPH3HAYECHY 03y JiKiB. be3ymoBHO, y
Maii0yTHpOMY 3pocTe HeOesrneka IaxpaicTB, OB’ SI3aHUX
i3 KpPeIUTHUMH KapTaMH, MOXJIMBHMH aTrakaMH Ha €HEpro-
CHUCTEMH, 110 3a0e3MeUyloTh CJICKTPOCHEPTIEI0 BIHCHKOBI
00’€KTH, CHUCTEMY YIPaBIiHHS OE3MIJIOTHUMH JiTaTbHUMH
armapaTaMu TOILO.

Cepen mnepiiux IMpUKIAIIB 3apOBaHKEHHS KiOepTexXHO-
JIOTIH 111 BIUTMBY Ha IHIIY JIep>KaBy MOJKHA Ha3BaTH BHKO-
puctanns 1982 p. Tak 3BaHOi joriuHoi 6oMOu. IcHye Bepcis,
o Toji OyB BUKOPHCTAHUH TPOSHCHKUI Bipyc, MPUXOBaHU
y IPOrpaMHOMY 3a0€3MEUCHHI, K€ PaJsHCbKI LIMTUTYHU BU-
kpamu B Kanazai 3 mertoro 3a0e3meueHHS (yHKIIOHYBaHHS
Tpanccubipcbkoro razonpoBoay. Ha Toit MOMEHT crerianic-
1 Coro3y PamsgHcbkux Corianictuunux PecryOiik He Main
BJIACHOT'O ITPOTPAMHOTO0 3a0e3ICYCHHS AT YIIPABIIIHHS CUCTE-
MaMH ra30IpoBOAY i HE MOIVIM PO3Ii3HATH NPUXOBAHUN y BU-
KpaJieHiit porpami 3MiHeHH KoJ. Bigomo, 110 1151 mporpama
Oyiia CTBOpEHa 1 BAKOPUCTAHA TIiJT 4ac XOJIOIHOI BIHH CIieIli-
anpHuMu ciyxOamu CHIA. ITig yac BUnpoOyBaHb THCKY Ha
MEBHUX JUISHKAX Ta30MPOBOJY TPOSIHChKA Iporpama Oyia 3a-
MyILIeHa 1 MM BIUIMHYJIA HA MaKCUMaJIbHE 301IbIICHHS THCKY
B CHCTEMI, 1110 He OyJI0 BiOOpakeHO Ha CIICI[ialIbHIX MpHUIIa-
J1ax 13 KOHTPOITIO MIOKaXYHKiB. Y pe3ynbrari, y 1982 p. ne npu-
3BEJIO JI0 HaJ3BMYAHHO MOTyx)HOro BuOyxy rasy [1, c. 200].

HacTynmHuM npukiiazioM BUKOPUCTAHHS KiOepIpocTopy 3
HEIMPaBOMIPHOIO METOIO € Kibeparaka, 0e310Ccepe/IHbO CIpsi-
MOBaHa MPOTH HarioHanbHOI O0e3neku Ecronii 2007 p. Ile-
PEIYMOBOIO TaKOTO BTPYUaHHS BBKAETHCS PILICHHS YPSIY
Ecronii npo nepeminieHHs naM’SITHUKA PaJsIHCBKUM BOTHAM
yaciB [pyroi cBiToBOi BiiiHu i3 1leHTpY TasuliHHA Ha HOrO

oxonuni. [le pileHHs CIpOBOKYBaI0 XBUJIIO aTaK HA YUCIICH-
Hi iHTepHeT-caiiTi EcTOHII. ¥V pe3ysbraTi BTpy4aHHs XakepiB
MPOTSITOM JICKIJIBKOX THXKHIB OyJIH HECHPOMOXKHI (YHKIIIO-
HYBaTH B HOPMAJIBHOMY PEXHMI ypsIOBi, OaHKIBCHKI CalTH
it inopmaniitni cucremu, caiitu 6ararbox 3aco0iB MacoBoi
inpopMarlii, TpOMaAChKUX OpraHizamiil. Xakepam BIanoCs
HaBiTh HEHAJIOBIO BUMKHYTH CEpBIC HEBIIKIAIHOI JOTIO-
MOTH, KUl (YHKIIIOHYBaB 3aBAsSKH Mepexi [HTepHet. Bin-
HOBJIEHHSI IIOBHOLIHHOIO (PyHKLIOHYBaHHS iH(popMauiiiHoi
iHGPaCTPYKTypH NOTpeOyBaJlo MEBHOTO 4acy Ta 3HAYHHUX
(iHAHCOBHX BUTpAT.

HactynHoro poky momiOHa cuTyamis cranacs B [pysii.
Cnouatky Oyio aTakoBaHO oQiniifHuI calfT mpesuaeHTa [py-
3ii, a 8 ceprHs, OHOYACHO 3 PO3TrOPTAHHSIM BiliCbKOBOTO IPO-
TUCTOsIHHS MiXK Pociero Ta I'py3iero, Oyu arakoBaHi iHIi ogi-
LifHI calTH BiIaau KpaiHu. BTpy4aHb 3a3HalIM TaKOXK CAWTH
(iHAHCOBHX YCTaHOB, 3aCO0IB MacoBOi iH(popMallii, HaBYAIIb-
HUX 3aKJIaJiB Ha Teputopii [py3ii, a Takox caliTu MOCOIBCTB
CIIA i Benuxoi bputanii. Lle OyB oauH i3 nepiyix BUNaKiB,
KOJIM Ha3eMHa 30poiiHa orepallisi CyIpoBOKyBaacs Kibepo-
nepauiero. BomgHouac BapTo 3a3HaUNTH, 10 OPYIIEHHS PoOO-
TH 3TaJIaHUX CATiB He 0yJI0 METOIO XaKepiB, MalOUH MOXIIU-
BicTh atakyBatu cucteMu SCADA, BOHM 1[bOTO HE 3po0uIy,
TOMY LIJUTO BUKOPHUCTaHHS iH(GOPMAIIHHUX TEXHOJOTiH OyB
came BIUIMB Ha JICp)KaBy JJISL TOTO, 1100 MPUMYCHTH ii BUH-
HUTH BIANOBIAHI 1ii, a He pyiHyBaHHS BOXJIMBUX cdep Il
JISIIBHOCTI.

Hacnigky BuKOpHCTaHHSI KiOepmpocTopy B HENPaBOMIp-
HUX [UISX MOKYTh OyTH HACTIIBKHM MacIITAaOHUMH 1 pyHHIBHH-
MM, 10 HAYKOBIIi TOYMHAIOTH TOBOPHTH IIPO ICHYBaHHS TaKOT
3arposy, K KiOepBiiiHa. 3apa3 icHye 6araTo MONVISIIB 10O
CYTHOCTI HOHSTTS «kiOepBiitHay. Hanpuxnan, M. IIIMmiTT Bxe
2002 p. 3anmporoHyBaB CBOE BHU3HAYCHHS iHPOpMAIIITHOT Bi-
iHu (KiOepBiitHK) sk BUAYy iH(QOpMALIHHUX Omepariii, To0To
3aX0JiB, CIIPSIMOBAHHX HA 3/1if{CHEHHS BIUTHBY Ha iH(pOpMAIIifo
i iHdopMaliiiHi cucTeMH CYNpPOTHBHHUKA 3 METOIO 3aXUCTY
BiacHoi iHdopmanii Ta iHpopmaniiinux cucrem. Jlo Takux
omepailiii BiH BIIHOCHUTH OyIb-sIKi 3aXONH, CIPSIMOBaHI Ha
BUSIBIICHHSI, 3MiHY, 3HUILICHHS YU Tepefady JaHuX, 1o 30e-
piratroTbCsi B KOMII'IOTEpi, MiAIAraloTh KOMII IOTEPHOMY 00-
POOJIEHHIO YM TNEPEeCHIaHHIO 3a JONOMOIOI0 KOMII'IOTepa.
Bonu MOXyTh BiIOyTHCS B MUPHHIA Yac, i yac Kpu3u ado Ha
CTpaTerivyHOMY, OIIEPaTHBHOMY W TAKTUYHOMY DPiBHSIX 30poii-
HOro KoH(uiKTy. TakoXk 10 TaKuX omnepariii MO>KHa BiJHECTH
IICUXOJIOTI4HI omepalii, BOEHHI XUTPOLIi, eIEKTPOHHY BiliHy
Ta (I3UMYHMHN Hama/ Ha KOMIT FOTEPHI MEpexki. Y BYy:KUYOMY po-
3yMiHHI iH(OopMalliiiHa BiifHa, HAa HOTO TYMKY, CKJIQJIA€ThCS 3
«iH(popMaIiiHUX oneparii, o MPOBOAITHCS i/l YaC BUHUK-
HEHHSI KPU3M 4YM KOH(UIIKTY 3 METOIO JOCSTHEHHS YU CIIPH-
SIHHSI JTOCSITHEHHIO KOHKPETHHX IJICH 110/J0 KOHKPETHOTO Cy-
nmpoTuBHUKA» [9, c. 16].

b. Paboin Bu3Hauae KiOepBiiiHy SIK JIECTPYKTUBHUIT BILJIMB
y Mexax KibepnpocTopy Ha peanbHuil cBiT. O. Mepexko 10
XapaKTepHUX PUC JOAA€ 3/aTHICTh KiOepBiliHM 3arpoXKyBaTH
cyBepenitery. JI. JlyOoB 3a3Havae, mo KiOepBiitHa Oyjie BBa-
JKaTHCSl TAKOIO BUKIIIOYHO SIKIIO Oye 3aBIaHO MEBHOI CyKyII-
HocTi kibeparak. [[x. Kapp cTtBepmkye, mo kidepBiitHa He 1o-
BUHHA CIPUYMHATU peanbHUX (i3UUHUX HACIIAKIB, TOOTO Lie
«bopotrba 0e3 kpoBin. E. Dimion BBaxae, 1o ais KibepBiiHUI
000B’S3KOBOI0 € HAsBHICTh KOMIT'FOTEpa, a HAyKOBII Mixk-
HapoxHOTo iHCTUTYTY JIoyl 3a3Ha4al0Th BaXIIMBICTH HE MPHU-
CTPOIO, a 3B’A3Ky 3 Mepexkelo IHTepHeT.

[TizcymoBytouM BHUIIEHABECHE, BAPTO 3a3HAYUTH, L0 Ki-
OepeiitHa — 11e crienudivHuiA BU 60pPOTHOM MiX BIATOBIIHHU-
MU Cy0’€KTaMy B KiOeprpocTopi 3 BUKOPUCTAHHSIM HOBITHIX
iH(pOpMALIIHUX TEXHOJIOTiH, 110 BTIMIOIOTbCA B LHU(POBHUX
3aco0ax 1 MPUCTPOSX, MPUENHAHUX 10 Mepexi [HTepHer, mo
3/1aTHA CTIIPUYMUHUTH ICTOTHI HACIIJKH JUIS JKUTTEMISIIBHOCTI
JIFOUHY Ta (DYHKIIOHYBAHHS i iICHYBaHHS JEp:KaBH.

3a IpPaKTUYHOIO BUKOPUCTAHHS IOHATTS «KiOepBiliHa»
BUHMKAae HHU3Ka npobiem. IlepenyciM, 4u MOXHA 3aCTOCOBY-
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IOpunraHmit HAYKOBHIA €IEKTPOHHUM KypHAT

BaTH HOPMH MDKHApOIHOTO 3aKOHOJABCTBA, IO CTOCYIOTHCS
BeJICHHS 30poWHUX BiliH 10 KiOepBitHu? Y Pesomorii 3314
(XXIX) I'enepanbnoi Acambnei OOH Bixg 14 rpynus 1974 p.
3a3HA4YEHO: «ATPECI€I0 € 3aCTOCYBAHHS 30pOHHNX CUII IepKa-
BOIO MPOTH CYBEPEHITETY, TEPUTOPIAIbHOI HEIOTOPKAHHOCTI
YK MOJITUYHOT HE3aJICKHOCTI 1HIIOI JepkaBu, abo B Oyib-
KM THOmi cmoci6, HecymicHm 31 Craryrom Opranizamii
006’ ennanux Hariiid, K 11e BCTAHOBIICHO B IIbOMY BU3HAUECHHI»
(cr. 1). YV Pesomtonii Takox MOAAHO CHHUCOK JIiH, 10 B Oy/ib-
SIKOMY pasi OynyTh KBani(ikoBaHi SIK «akTH BiHU» (CT. 3), 1
Maibke BCi BOHH nepe0adaroTh PisMyHUNA KOHTAKT JIBOX JIEP-
’aB, HaifuacTile — i3 3aCTOCYBaHHAM KiHETUYHOI 30poi.

JloriyHO BMHHMKA€ Take MHUTAHHS: YM MOYKHA BBaXKaTH Ki-
0ep30poro 30po€r0 y 3BUYAHOMY PO3YMIiHHI (SIK TIPUCTPIid,
[0 BHTOTOBJICHHH JJIsi 3aBAaHHS MIKOIH)? MiKHApOIHUI
cyn OOH mnin yac po3nisay NUTaHHS 3aKOHHOCTI IOIPO3U Ta
BUKOPHUCTAHHS sJICPHOI 30poi y CBOEMY KOHCYJIBTAaTHBHOMY
BHCHOBKY 3a3HAuB, 1[0 3a00pOHA MOIIUPIOETHCS HA 3aCTO-
CYBaHHSI CHJIM, HE3aJIeKHO BiJl TOTO, sika 30pOs 3aCTOCOBYBa-
nack. BpaxoBytoun takuii miaxix MixHapomHoro cyny OOH,
omepauii B KiGeprmpocTopi MOTPAIIATUMYTh HiJ 3a00pOHY
cT. 2 (4) Craryty OOH, sxmio iX 3acToCyBaHHS NPU3BENE 10
HACIIIJIKIB, SIKI MOYKHA MPHUPIBHITH IO HACIHIIKIB BiJ 3aCTOCY-
BaHHSI KIHCTUYHOT, XiMIUHO1, GI0JOTIYHOT YK sepHOI 30poi.
Beszanepeuno, 10 Takux omnepauiid BiZHOCATBCS Ti iX BHIH,
10 CIIPSMOBAHI HA HAHECEHHS TPaBM, MPU3BOMSATH 10 BTPATH
JKUTTS UM pyHHYBaHHS 00’ €KTiBI HPPACTPYKTYPH, HE3AJICIKHO
BiJI TOTO, UM 3aBIaI0Th BOHH (DiI3UYHOTO pyHHYBaHHS, (QYHKIIi-
OHAJILHOT IIKO/IM, YM MOEAHYIOTH 00 1Ba BUNaaku [4, c. 116].

ono inpopmauiitnoi 36poi, To, Ha aymky Jl. Bpayha,
HaeTbest PO MEBHUIM KOMIUIEKC IHCTPYMEHTIB, SIKi HE IIPOCTO
CIIBICHYIOTb, aJI¢ 3 IEBHOK METOI0 MoeaHaHi: «OTxe, Kaxy-
4u 1po ineHTudikario iHGopmamiiHoi 30poi, MaeMo Ha yBasi
TPU KOMITOHEHTH: KO, KOMII'IOTEpHY CHUCTEeMY i oreparopa.
KoeH 13 1IMX KOMIIOHEHTIB Ma€ MiANaAaTH MiJ MiXKHaApOJIHE
3aKOHOJIABCTBO, SIKE PEryitoe 30poiiHi koH(uikTH. Biamnosi-
HO, 3aCTOCYBaHHS i€l 30p0oi Ma€e CTPUMYBATHCS TPUHIIUIIAMHU
BO€HHOI HEOOXIHOCTI, IPONOPLIHHOCTI, T'yMAaHHOCTI, JIMLAp-
CTBa, a il it Hel MaroTh OyTu JeritumaumMuy» [10, c. 151].

Cepen iHIINX MPOOJIEM BPEryJIIOBaHHS KiOCPBiH TaKOX
BHU3HAUAIOTh BHUCOKHUU PIBEHb JIATEHTHOCTi, HEMOMKJIUBICTh
BCTaHOBUTH TEPHUTOPIIO-HAIAIHUKA, & OTXKE, 0CO0Y, CYO’€KTIB
KiOepBiiiHY, ajpKke A5t 30poiHO] BiliHU — Lie conaT abo KoM-
OaraHTH, a s KiOepBiHHM 1el acleKT 3aJUIIAETHCS TUCKY-
CIHHMM, HEMOXJIMBICTH nepeadaunTy KibepHanaa y MaiOyT-
HBOMY, Pi3HHMIIS B IIKOI, SIKA 3aBJA€ThCsSI, OIIHKA BAYKJIMBOCTI
kibeparak /sl BU3HAYESHHS BiJNOBIJAIBHOCTI, IEPEPOCTaHHS
KiOepBiliHU B peanbHU 30poiiHui KOHQIIKT, SIKUH Mpu3Bene
JI0 OLITBII MacIITaOHUX HACIIZKIB. YCi BOHH MOTPEOYHOTh He-
raifHOTO BUPIMIEHHS Ta HOPMATHBHOTO BPETYIIOBAHHS.

Takok BapTO PO3MENKOBYBAaTH IMOHSTTS «KiOepBiifHa» i
«inpopmaniiina BiliHa». Indopmariiina BiiiHa oxoIuioe Oilb-
e cep 1 3aco0iB ii BeneHHs, Mae OibI PI3HOMAHITHI Ha-
cnigku. ChOTOIHI €IMHUM KOHBEHI[IMHUM BH3HAYEHHSM IO-
HATTS «iH(oOpMalliiiHa BifiHa» € BU3HAYCHHSI, 3aKpIiIUICHE B
VYroai Mix ypsiaamu gepskaB-wieHiB [lanxaiicbkoi oprasizanii
CHIBPOOITHULITBA NIPO CHIBPOOITHULTBO y chepi Mi>KHAPOIHOT
iH(opMaIliiiHOT Oe3rekn Ta JABOX AoJarkax o Hei. 3rimHo 3
JonatkoM 1 10 BuIE3a3HaueHOT KOHBEHIIT, «iH(opMmarliiHa
BiliHa» — 11€ «IIPOTHCTOSHHS MIXK JABOMa 4YM OLIblIe JepikKaBa-
MU B iH(opMaLiiiHOMy IPOCTOPI 3 METOIO 3aBAaHHS 30UTKIB
iHpOpMAIIITHUM crCcTeMaM, TpoliecaM 1 pecypcaM, KpUTHYHO
BaXXJIUBUM Ta IHIIUM CTPYKTypam, MiJpUBY MOJITHYHOI, EKO-
HOMIYHOT Ta COIiaJbHOI CHCTEM, MAacOBOTO IMCHXOJOTIYHOIO
BIUIMBY Ha HAaCEJICHHS JuIs necTalinizauii cycniabcTBa Ta Iep-
JKaBH, a TAKOXK JJISl TOTO, 100 3MYCHTH JAEpiKaBy NMpUHAMATH
pIlICHHS B iIHTEpecax BOPOTyr4oi ctopoHu» [11].

Topsia i3 sBUIIaMU KiOeppocTopy Ta KiOepBiiHU BHHU-
Kae HEOOXIJHICTb rapaHTyBaHHs KibepOesneku. KiGepOesme-

Ka — I1€ 3/1aTHICTh 3aXUCTUTH iHPOPMAIiiiHi CHCTEMH Bif ITPO-
TUTIPABHOTO BIUIMBY Ui 3a0e3Me4eHHs KOH(]IIeHIIHHOCTI,
HITICHOCTI Ta JOCTYMHOCTI iHpOpMaIlii, ika 00poOISETHCS B
BOMY TIPOCTOPI, BHSBICHHS Ta MPOTHisS arakam i KibepiH-
[UACHTAM; CYKYIHICTb 3YCHJIb IIOJO 3aloOIiraHHs IIKOJH,
o Moke OyTH 3arojiisiHa BHACTIIOK 3001B y po0oTi iH(pop-
MalliifHo-koMyHikariitaux Texaosoriit (mami — IKT) abo He-
MIPaBUIIBHOTO IXHFOTO BUKOPHCTAHHSI, @ TAKOXK 13 BiTHOBJICHHS
IKT mniciist peanizawii [UX 3arpo3 TOIIO. 3acaiy rapaHTyBaHHs
KibepOe3neKu BUPaXalOThesl B HALIOHAJIBHUX CTPATETisX Ki-
OepOesriekn 6ararboX JAepiKaB, OCKUILKA BOHM BU3HAOThH BaXK-
JMBICTH JaHOi c(epu Ha CydacCHOMY €Talli PO3BHTKY, a TAaKOXK
y KonBenii npo xibep3n0unHHICTh, yXBajeHii 23 nucronana
2001 p. 1 patucdikoBaniil Ykpainoro 7 Bepecus 2005 p.

VYkpaina Takox Ji€ B Mexax KiOeprpocTopy, TOMY MOCTii-
HO riepedyBae i1 3arpo30to kideparak. Tak B YkpaiHi xakepam
BJIQJIOCS aTAKyBaTH JIECSATKU 00’ €KTIB KPUTHIHOT iHYPaCTPyK-
Typu. Bee nmouanocs 3 Toro, 1o B TpaBHi 2014 p. BoHuU Jeab He
3ipBajM MPOLEC MiABEICHHS MiACYMKIB MPE3UACHTCHKUX BH-
6opiB. BHoui Oynu atakoBaHi cepBepu L{eHTpanbHoi BUOOpUOT
KOMICIT 3 METOI BHIAQJICHHS JaHUX PO Mepedir BUOOPUIOro
npouecy. Hanpukinui 2015 Ta 2016 pp. 310BMUCHUKH IIPOBe-
T JEeKiIbKa Oomepalliif, M Jyac sIKUX y AESKUX PerioHax kpa-
{HU THCSY1 CIIOKUBAYIB 3QJIMIIMINACS 0€3 eIeKTPOCHEPTil, BU-
XOJIWJIK 3 JIaJly CJICKTPOHHI CUCTEMH YKpP3aJli3HHUIl, HA TpaHi
3HUIICHHS OMUHWIKCS JaHi Jlepikka3HauelcTBa sKpa3 meper
IUIAaHYBAaHHSM COLiaJbHUX BUILIAT 1 eHCii Tomo. Bee 3a3Ha-
YeHe CBIAYMTH IIPO HEOOXiAHICTH AETAIbHOTO BPETYIIOBAH-
HSl KiOeprnpocTopy HallioHAJbHUM 3aKOHOJIABCTBOM, @ TaKOXK
CTBOPEHHS JII€BOI CHCTEMH CIICIiai30BaHMX OpraHiB, 37ar-
HUX FapaHTyBaTu KiGepOesmeky. 3apa3 1i NUTaHHS B YKpaiHi
perymorThesi KOHBEHIIIE PO KiOep3IO4YMHHICTh, YKa3oM
npesugeHTa Ykpainu Ne 96/2016 «IIpo pimenns Panu Haii-
OHaJIBHOT Oe3reku 1 00oponn Ykpainu Big 27 ciuns 2016 p.
«IIpo crparerito kibepbOesnexu Yipainm»», p. XVI Kpumi-
HaJIBHOTO KoJeKCy YkpaiHu «3704MHH B c(hepi BUKOPHCTAH-
HSl EJIEKTPOHHO-OOYMCITIOBAJIbHUX MAIIMH (KOMII'IOTEpiB),
CHCTEM Ta KOMIT FOTEPHHUX MEPEK 1 MEPEX EJICKTPO3B 3Ky
Ta JACSKUMH IHIIUMHU aKTaMU, SKi BCe OJHO He 3a0e3MedyIoTh
KOMIUICKCHOTO PETYJIIOBAHHS JaHOT CepH.

Orxe, KibepnpoCTip ABIIsAE COOOK0 BAXKIIMBE CEPEIOBHMIIE,
B SIKOMY IIEBHOIO MipO0O iCHYE JItOIMHA Ta JiepkaBa. oro 3Ha-
YeHHs Ha JaHUH MOMEHT Ba)KKO TIEPEOLIHHTH, BOHO BIyYHO
OINCYEThCsl BUCIOBOM I. ParTpes, 3 SKUM HEMOXIIHBO HE
norogutucs: «PO3BUTOK BifiCEKOBO-TIOBITPSHUX CHII y HeEp-
i mosmoBuHi XX CT. O3HAuaB, 1[0 araka MPOTH CTpareriy-
HUX IICHTPIB MOXKe OyTH 37liiiCHEHA BITPOIOBXK roauHu. [Tosia
OaJiCTHYHHUX PaAKeT 3 SICPHUMH OOETOJNOBKAMH CKOPOTHIIA
el TepMiH 10 KIJIbKOX XBHWJIMH. AKTyaunizauis Kideprpoc-
TOpy cKopoTuia ioro no cexkyHa» [10, c. 144]. To6To B epy
iH(OpMAIIIHHUX TEXHOJIOTIH KiOEpIPOCTOPOM OXOILTIOOTHCS
Maiike BCi cepr KUTTETISUILHOCTI BIIMOBITHUX CYO’ €KTIB.
OcCKUIbKHM HOr0 BUKOPUCTAHHS MOXE BiIOyBaTUCS HE JIUIIE 13
MIPaBOMIPHOIO METOI0, HaraJbHOI € HEOOXiTHICTh BHPIIICHHS
MUTAHHS 100 3aCTOCYBAHHS YMHHHUX HOPM IIpaBa JI0 HOBOTO
siBUIIA — KiOepBiliHU. BapTo noromutucs 3 nymxoro I. [1lunka-
penbKoi, sika 3ayBaxye: «Hine B TOKyMeHTaX MiXXHAPOIHOTO
TyMaHITapHOTO IpaBa HEMae IOJIOXKEHb PO Te, 10 Horo 3a-
CTOCYBaHHSI MOJKE 3aJIe)KaTH BiJl THITy BOEHHHUX orepalliii abo
BiJl crieriuHMX 3ac00iB 1 METO/IIB BeieHHS BiitH» [9, c. 18],
OCKIJIBKH BIJICYTHICTh KOHKPETHHX HOPM II0/I0 KiOepBiiiHH HE
Ma€ CTaT! MPUYMHOIO [l YHUKHEHHS BIAMOBIIAIBHOCTI 32 I1i
HerpaBoMipHi aii. Uepes icHyBaHHS peajbHOI 3arpo3u y BH-
TIsi1i KIOEpBiIHHH, OTHUM 13 MPOBIAHUX HAMPSMIB MMOJAIBIIOT
JUSUTBHOCTI MIDKHAPOJHOT CIIIBHOTH Ma€ CTaTH TapaHTyBaHHS
kibepOe3neku Ui BCiX AepKaB CBiTy. BupimuTy 1ie nuTaHHs
MOJKHA JIMIIE IUIIXOM YXBAJCHHS €IMHOIO YHIBEpCaJIbHOIO
aKTa, B SKOMYy MaroTh OyTH BU3HAYCHI BC1 CTOPOHU Kibepripoc-

TOPY.
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YAK 341.1/8

HO0 BIANTIOBIAJAJBHOCTI AEPKAB Y MIZKHAPOJHOMY ITPABI

OF THE RESPONSIBILITY OF STATES IN THE INTERNATIONAL LAW

Munkapuyk M.B.,
cryaet IV kypey
Inemumym npoxypamypu ma KpuMlHathHOI rocmuyii
Hayionanvnozo opuouunoco ynieepcumemny imeni Apocnasa Myopoeo

Y cTaTTi po3kpuTi (hyHAAMeHTanbHi iael iIHCTUTYTY MiXKHapOAHO-NPaBOBOI BiANOBIAANbHOCTI. AHaNi3yOTbCA PYHKLT LIbOro iHCTUTYTY, @ Takox
OCHOBHI L{ifni, nocTaeneHi nepes H1UM. BusHayeHi npobnemu, nos’sizaHi 3 peanisadieto MikHapoAHO-NPaBoBOi BiANOBIAANbHOCTI, @ TaKoX 3HAYEeHHs!
X BUpILLEHHS ANA MDXHAPOAHOI CRiNbHOTK | MATPMMAHHSA MUPY. Y LibOMY NpOLEC BUAINAETLCA BaxKnBa npobrnema Cy4acHOro MiKHapOAHOro
npaea, sika Mae yHikanbHe 3Ha4YeHHs i nonsrae B HEOAHAKOBOMY PO3YMiHHI YMOB i CYyTHOCTi peanisauii BignosiaanbHOCTI Aepxas 3a MixHapoa-
HO-NPaBoBi NpaBonopyLueHHs. |i 0coBRMBICTL y TOMY, L0 PiBEHb PO3BUTKY CUCTEMM MiKHAPDOAHOIO MpaBa NeBHOK MIPOI 3aneXMTh Bif YITKOrO
PO3YMiHHS NPaBOBKX MeX B3aEMOBIAHOCUH AepxaB. Po3BUTOK BUBYEHHSI OKpEMWUX NPOBNEM IHCTUTYTY pPO3rnsAaeTbCs Kpisb NPU3MY BaXIIMBOTO
3Ha4YeHHs Ta Bce GinbLUoi AeTanisauii B yMoBax Cy4acHOro pedpopMyBaHHS MiKHAPOAHUX BiGHOCKH.

MerToto cTaTTi € foCniAXeHHs (PyHOAMEHTANBbHMX NOHSTb, NOB'A3aHKX 3 IHCTUTYTOM MiXHapOAHO-NPaBOBOI BiANOBiAanbHOCTI, Ta aHani3 npo-
bremaTuk, NoB’sA3aHOI 3 MEXaHi3MOM 3aCTOCYBaHHS BiANOBIAANLHOCTI.

Kntouosi cnosa: mixkHapogHo-npaBoBa BiAnoOBifanbHICTb, Uil IHCTUTYTY MiXHapO4HO-NPaBOBOI BiANOBIAANbHOCTI, MYHKLIT Ta NPUHLMIN
MiXHapoAHO-NPaBOBOI BiANOBIAANBLHOCTI, MXXHapOAHI NpaBoNopyLUeHHs, Npobnemy BiANOBIAANIbHOCTI B MiXKHApPOAHOMY Npasi.

B cTaTbe packpblBatoTCst (pyHAAMEHTaNbHbIE MAEW UHCTUTYTa MEXAYHAPOLHO-NPaBOBON OTBETCTBEHHOCTU. AHaNM3NUPYHOTCS (YHKLMW 3TOrO
VHCTUTYTA, a Takke OCHOBHblE LieNnn, NocTaBneHHble nepen HUM. OnpeaeneHbl Npobrnemsl, CBA3aHHble C peanusaumnein MexayHapoaHo-NpaBo-
BOVi OTBETCTBEHHOCTH, @ Takxe 3HaYeHWe UX peLleHunst Anst MexayHapoaHoro coobLyecTsa 1 noaaepxaHus Mupa. B atom npouecce BbiaensieTcs
BaXkHasi npobrema CoOBpeMEHHOro MexayHapOAHOro Npasa, KoTopasi UMeeT YHUKanbHOE 3HaYeHre 1 3aKioYaeTcs B HEOAVHAKOBOM NMOHUMaHUM
YCMOBWIA 1 CYLLHOCTM peanunsaLlmm OTBETCTBEHHOCTU rOCYAapCTB 3@ MeXayHapOoAHO-NpaBoBbIe NPaBOHapYLUEHUS. AHANM3NPYeTCs YPOBEHb pas-
BUTMWSI CUCTEMbI MEXIYHAPOAHOrO NpaBa B onpeeneHHON CTENeHN 1 3aBUCUMOCTb OT YETKOTO MOHVMaHWS NPaBOBbIX rPaHML, B3aMMOOTHOLLEHMIA
rocynapcTs. PasBuTvie N3ydeHust OTAEMbHbIX MPOBNEM UHCTUTYTa paccMaTpuBaEeTCs Yepe3 NpuU3My BaXKHOTO 3Ha4eHWs U Bce Gonbluel AeTanm-
3aLuK B YCIOBUSIX COBPEMEHHOTO pehoOpMUPOBaHNS MEXAYHAPOLHBIX OTHOLLEHUIA.

Llenbto ctatby siBRsieTcs UccrnefoBaHne dyHAaMeHTanbHbIX MOHATUNA, CBS3aHHBIX C UHCTUTYTOM MEXAYHAPOLHO-NPaBOBON OTBETCTBEHHO-
CTU U aHanu3 npobnemaTuku, CBSI3aHHOWM C MEXaHN3MOM MPUMEHEHUS OTBETCTBEHHOCTY.

KnioueBble crnoBa: MexayHapoAHO-NpaBoBasi OTBETCTBEHHOCTb, LENM MHCTUTYTa MEXAYHapOAHO-NPABOBON OTBETCTBEHHOCTM, (OYHKLMM 1
NPUHLMNBI MeXAYHapOAHO-NPABOBON OTBETCTBEHHOCTW, MeXAyHapOAHbIE NPaBOHApPYLUEHNs, NPO6nemMbl OTBETCTBEHHOCTW B MEXAYHapPOAHOM
npase.

The article reveals fundamental ideas of the institute of the international legal responsibility. There is detailed analysis of regulation, which is
provided by modern worldwide associations and connected with delimitation of rights of countries which are involved into international conflict to
avoid misunderstanding of behavior models. These includes review of functions and aims of the international responsibility that helps to control
level of violations which can be made by different governments on the world stage. Besides most important aims of this principle are determined
so that it shows the way how it can be improved or developed to create more helpful influence on each country and disagreements between
some of them.

According to the science sphere of the international law there is great variety of disputable questions in the understanding of such aspect as
responsibility, following by huge amount of works connected with solutions of such situation in the world.

The purpose of the article is the analyses of worldwide attitude toward such terms as “international legal responsibility” and “international
offenses” and providing formulation of these terms in the system of international law.
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