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The article deals with the peculiarities of regulatory framework for the digital infrastructure of law enforcement agencies of Ukraine in the field
of criminal justice. The purpose of the article is to analyze the legal framework for regulating the digitalization of law enforcement agencies with
the view of understanding them as a whole system. The article systematizes information and telecommunication registers in the activities of law
enforcement agencies. Based on this, the authors propose a classification of the latter. In addition, the scientific works of scholars and practitioners
on the problematic and positive issues of implementation and operation of relevant resources have been analyzed. The digitalization process
requires a sufficient level of English due to its prevalence in professional communication and cooperation.

Thus, it is concluded that the existing registers of the activities of law enforcement agencies in the field of criminal justice can be conditionally
divided into four groups. The first group of information resources includes international databases, Interpol and Europol, in particular, to which law
enforcement agencies of Ukraine also have access.

The second group includes national departmental electronic information resources that are large information systems and / or contain several
modules and / or separate registers, and the function of electronic communication: The Unified Information System of the Ministry of Internal
Affairs of Ukraine, the Unified Judicial Information and Telecommunication System, the iCase Information and Telecommunication System,
the Information Portal of the National Police of Ukraine, the Unified Register of Convicts and Detainees, etc.

According to the authors’ opinion, the third group consists of registers of law enforcement agencies’ document flow, such as the Unified
Register of Pre-trial Investigations, the iCase Information and Telecommunication System of Pre-trial Investigation, etc.

Finally, the fourth group of resources includes “simple” registers — databases containing information on persons, property and / or procedural
and administrative actions in the field of criminal justice and related activities of state bodies: The Register of Offenders (the Unified State Register
of Domestic and Gender-Based Violence), the Register of Corrupt Officials (information on persons who have committed corruption offenses),
the Unified Register of Seized Property (a register of assets seized in criminal proceedings).

Key words: law enforcement, law enforcement agencies, digitalization of law enforcement, criminal justice, criminal procedure, information
and telecommunication systems.

Y cTatTi po3rsHyTO NUTaHHS OCOGNMBOCTI HOPMATUBHOMO PErynioBaHHS LMGPOBOI IHDPACTPYKTYpK MPaBOOXOPOHHUX OpraHiB YkpaiHu
y cdbepi kpuMiHanbHOI oCTULii. MeTolo CTaTTi € aHani3 NpaBoBKX OCHOB PerynioBaHHA AifxuTanisauii (Lmudposisauii) AisnbHOCTI NpaBooxo-
POHHUX OpraHiB, 3 METO LiNICHOTO YsIBNEHHS iX cuctemun. B poboTi 3giiicHeHO cucTtemaTusadiio iHopMaLiHO-TeNeKOMYHiKaLiiHUX peecTpis
Y AiANbHOCTI NPaBOOXOPOHHKX OpraHiB. Ha migcTasi Yoro, aBTopamy 3anponoHoBaHO knacudikauiio ocTaHHix. OKpiM Toro, npoaHanioBaHoO
HayKoBi JOpPOGKM HayKOBLIB Ta NPaKTUKIB LLOAO MPOBNEMHUX 1 MO3UTUBHUX NMUTaHb BNPOBa[XEHHsI Ta poboTyK BianoBigHWMX pecypciB. OTxe,
3po6MNeHO BUCHOBKM, LLO iICHYHOYI PEECTPU Y AiSNbHOCTI NPaBOOXOPOHHUX OpraHiB y cdpepi KpUMiHanbHOI HCTULIT MOXHA YMOBHO NOAINUTW Ha
YoTupm rpynu. Tak, 4o NepLloi rpynu iHopMaLifiHMX pecypciB MOXHa BiQHECTM MixHapoaHi 6a3u AaHux, 3okpema, IHTeprony Ta €sponony, Ao
AKUX MatOTb AOCTYN I MPaBOOXOPOHHI opraHun Ykpainu. [lo Apyroi rpyny NpoOnoHYETLCS BiAHECTU HaLiOHarbHi BiJOMYi €NeKTPOHHI iHchopMaLliiHi
pecypcu, siki € BENnuK1MY iHdbopMmaLiiHuMu cuctemamm Ta/abo MicTsaTb y cobi Aekinbka Moaynis Ta/abo okpeMmx peecTpiB, Ta (hyHKL o enekTpo-
HHOI KOMYHiKalLlii, 30kpema: €auHa iHdopmauiiHa cuctema MiHicTepcTBa BHYTPILLHIX cnpas YkpaiHu, €anHa cyaoBa iHhopmaLinHo-Tenekomy-
HikaLijiHa cuctema, IHdopmMaLiiHo-TenekoMyHikauiiHa cuctema «iKeiicy, «lHcopmauiiHuii noptan HauioHanbHoi nonivii Ykpainuy, €auHun
peecTp 3acymKeHuxX Ta ocib B3ATVX Mig BapTy Towwo. TpeTio rpyny, Ha AyMKy aBTOPIB, CKIaAaloTb PEECTPU [OKYMEHTOODIry MPaBOOXOPOHHUX Opra-
HiB, Taki K EQUHWIA peecTp A0CYA0BUX po3chigyBaHb, IHhopMaLliiHo-TeNeKkoMyHiKaLiiHa cuctemMa [0CyO0BOro po3crigyBaHHs «iKeicy Ta iH.
HapeluTi, 4o YeTBepTOi rpynn pecypcis, NPOMOHYETLCS BIAHECTW «MPOCTi» PeecTpu — 6asn AaHWX, SKi MICTATb BiAOMOCTI oo ocib, manHa Ta/
abo npouecyarnbHuX, agMiHICTpaTUBHUX Al Y cdepi KpUMiHaNbHOT CTULIT Ta NOB’A3aHUX 3 HEHO BUAIB AiSNbHOCTI AepXaBHUX OpraHiB, 3o0kpema:
PeecTp kpuBOHWKIB (EQMHWIA AepXaBHWUI PeecTp BUNaakiB LOMALIHBOrO HACUMbCTBA Ta HAaCUMbCTBA 3a 03HAKOK CTaTi), PeecTp kopynuioHepis
(BimomMocTi npo ocib, sKi BUMHUNM KOPYNUiAHI NPaBOMOPYLUEHHS), EANHUIA PEECTP apeLuToBaHOro MaiiHa (PEeECTp akTWBIB, Ha sIki HaknageHo
apeLuT y KpyMiHanbHOMY NpOBaAXeEHHI).

Knro4yoBi cnoBa: npaBoOXOPOHHA AiANbHICTb, NPAaBOOXOPOHHI OpraHu, AigkuTanisauis gisnbHOCTI NPaBOOXOPOHHUX OpraHiB, KpMMiHanbHa
H0CTULiSA, KPUMiHaNbHWIA NpoLec, iHopMaLiHO-TENEKOMYHIKaL|iiHi cucTemu.
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Introduction.  Digitalization of human activity
at the present stage is one of the priorities of our state. Despite
the difficult times in the context of armed aggression against
Ukraine, the digital transformation of public authorities,
including law enforcement agencies, is gradually and steadily
taking place. For example, a digital infrastructure is being
created in the criminal justice system to improve efficiency.
The process of digital transformation requires specialists with
the sufficient level of English to enhance it.

Analysis of recent research and publications. The issues
of digitalization and the use of artificial intelligence technolo-
gies in law enforcement in general, and in the field of criminal
justice in particular, are the subject of scientific discussions by
a wide range of scholars, such as V. Bilous, O. Verkhoglyad-
Gerasimenko, M. Demura, N. Hlynska, O. Kaplina, D. Klepka,
I. Krytska, T. Pavlova, O. Radutnyi, A. Stolitnyi, A. Tuman-
yants, L. Chygryna, V. Shevchuk. Taking into account that
at the current historical stage of law enforcement activities,
the digital transformation in this area is only “emerging”,
there are a lot of issues that require the attention of scholars
and practitioners.

Statement of the problem. According to M. Demura,
digitalization of criminal proceedings is no longer a novelty,
it has become an integral part, the sign of its development
[1, p. 2]. The law enforcement agencies have to develop in all
areas of their activities taking into account the transformation
in the context of digitalization. As N. Hlynska and D. Klepka
rightly note, the digitalization of criminal procedure is not
limited to the exclusive use of technology; it is character-
ized by a change in the culture and way of thinking of law
enforcement officers, their acquisition of digital competence;
the formation of new ways and principles of digital interaction
of participants in legal relations [2, p. 25-26].

Ukraine is just beginning its journey in the use of artifi-
cial intelligence and digitalization of criminal justice, unlike
some developed countries. Analyzing the relevant experience,
our state, at the same time, has the opportunity to success-
fully use it. For example, Ukraine introduces and uses artificial
intelligence technologies in the activities of law enforcement
agencies, in particular in the field of criminal justice (during
the investigation of war crimes, the use of the “Cassandra”
system in the activities of the probation authority [3, p. 152].

In addition, our country is among the 196 countries that
have 24 / 7 access to the databases of the International Crimi-
nal Police Organization (hereinafter referred to as Interpol)
and the European Union Agency for Law Enforcement Coop-
eration (hereinafter referred to as Europol).

As of today, about one hundred information and telecom-
munication resources (registers) have been created in Ukraine.
Therefore, in order to have a holistic view of the digital infra-
structure of law enforcement agencies and the legal frame-
work for its regulation, it is necessary to study the relevant
electronic information resources which needs the English lan-
guage skills development for specialists who are responsible
for working with mentioned resources. In this regard, let us
pay attention to those that are related to law enforcement and /
or owned / managed by law enforcement agencies, and try to
systematize them, taking into account their diversity.

Results of the study. Thus, the first group of informa-
tion resources includes international databases, in particular,
Interpol and Europol. Interpol manages 19 police databases
(Criminal databases) with information on crimes and crimi-
nals available to countries in real time. The average response
time in the Interpol database from anywhere in the world is
half a second. The relevant databases contain information on:
individuals, child abuse, DNA profiles, facial recognition, sto-
len property, works of art, etc. Each search in 19 databases
is a potential breakthrough for police around the world. For
example, the INTERPOL Facial Recognition System(7FRS)
contains facial images from more than 179 countries, mak-
ing it a unique global criminal database. Combined with

an automated biometric software application, the system is
able to identify or verify a person by comparing and analyz-
ing the patterns, shapes and proportions of their facial features
and contours. Since the launch of Interpol’s facial recognition
system in late 2016, nearly 1,500 terrorists, criminals, fugi-
tives, persons of interest, or missing persons have been identi-
fied [4].

Europol, among other things, also has several platforms,
including the Europol Platform for Experts (EPE). This
platform is a secure network for collaboration. Specifically,
it is a platform for professionals working in various areas
of law enforcement. Its purpose is to facilitate and support
the exchange of non-personal data on crimes.

It provides content management and communication, mes-
saging and file sharing. Europol has 60 platforms and 19 thou-
sand experts. The EUROPOL Information System (EIS) is its
core system, a reference system that exists to support Europol
member states and its partners in the fight against organized
crime, terrorism and other serious crimes. It contains infor-
mation on offenses, persons involved, data related to suspects
and / or convicts, etc. [5, p. 10].

The second group consists of a list of national departmen-
tal, so-called “complex” electronic information resources,
which are large information systems and / or containing sev-
eral modules and / or separate registers, and an electronic com-
munication function. The second group of registries includes,
in particular, the following: the Unified Information System
of the Ministry of Internal Affairs of Ukraine, the Unified Judi-
cial Information and Telecommunication System, the iCase
Information and Telecommunication System, the Information
Portal of the National Police of Ukraine, the Unified Register
of Convicts and Detainees. Let us consider some of them.

The Unified Information System of the Ministry of Inter-
nal Affairs (hereinafter referred to as the UIS of the MIA)
is an integrated information system that directly ensures
the implementation of the functions of its subjects, infor-
mation support and of their activities and constitutes a set
of interconnected functional subsystems, services, software
and information complexes, and technical means of electronic
communication that ensure the logical combination and inte-
gration of electronic information resources of the Unified
Information System of the MIA, processing and protection
of information, interaction of internal and external informa-
tion through the use of a functional subsystem of the Unified
Information System of the Ministry of Internal Affairs with
special functions [6].

The owner and manager of the Unified Information
System of the MIA is the state represented by the MIA. The
owner of information processed in the central subsystem
of the Unified Information System of the MIA is the MIA.
The owners of information processed in functional subsystems
of the Unified Information System of the MIA are relevant
subjects of the Unified Information System of the MIA that
ensure protection of information from accidental loss or
destruction, unlawful processing and access to information.

The purpose of information processing in the functional
subsystems of the MIA Unified Information System is
established by the regulatory acts governing the activities
of the relevant entities of the MIA Unified Information System
separately for each electronic information resource of the MIA
Unified Information System (Clause 3 of the Regulation on
the MIA UIS).

According to Clause 6 of the Regulation on the UIS
MIA, the system is designed to automate and technologically
support the data exchange between the entities of the Unified
Information System of the MIA in the interests of national
security, protection of the rights and legitimate interests
of citizens, society and the state in the following areas:
ensuring the protection of human rights and freedoms,
combating crime, and maintaining public security and order;
protection of the state border and safeguarding the sovereign
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rights of Ukraine in its exclusive (maritime) economic zone;
civil defense, protection of the population and territories from
emergencies and prevention of their occurrence, liquidation
of the consequences of emergencies, rescue, firefighting, fire
and industrial safety, activities of emergency services, as well
as hydrometeorological activities; migration (immigration
and emigration), including combating illegal migration,
citizenship, registration of individuals, refugees and other
categories of migrants defined by law.

The objectives of the UIS MIA are:

1) creating a unified information space of the MIA system
and central executive authorities, whose activities are directed
and coordinated by the Cabinet of Ministers of Ukraine
through the Minister of Internal Affairs, by logically combining
their electronic information resources, and optimization
of the processes of sharing technical and software resources;

2) information support of the activities of the subjects
ofthe Unified Information System ofthe MIAin the performance
of the tasks and functions assigned to them by the legislation
in order to increase its efficiency;

3) creating the conditions for electronic interaction
between the subjects of the Unified Information System
of the Ministry of Internal Affairs in order to promptly
fulfill the tasks in the interests of national security, assigned
to them by the legislation, and reducing time and financial
costs for administrative, managerial, search for information,
calculation, analytical work, and reporting;

4) integration of electronic information resources
of the Unified Information System of the MIA, registration
of subjects of the UIS MIA in the System and provision
of access to it (Clause 7 of the Regulation on the UIS MIA).

The functions of the wunified information system
of the MIA are: integration of electronic information resources
of the Unified Information System of the MIA; processing
of the information generated in the course of activities
of the subjects of the UIS MIA using the central subsystem
of the Unified Information System of the MIA; verification
of the timeliness, accuracy and completeness of information
processed by the entities of the MIA Unified Information
System in accordance with the law; systematization
and generalization of information, its transformation
into a format suitable for further analysis and ensuring
the operation of the automated decision support subsystems,
signal and control services; automation and verification
of the processes of information activities of the MIA Unified
Information System entities in an interactive real-time mode;
providing the electronic document flow in cases stipulated by
law between the entities of the Unified Information System
of the MIA using the central subsystem of the UIS MIA,;
providing the electronic information interaction of the subjects
of the Unified Information System of the MIA with the services
(means) of the central subsystem of the UIS MIA and/or
the System of Electronic Interaction of the State Electronic
Information Resources “Trembita”; delimitation of the access
rights and provision for the controlled access to the functional
subsystems and electronic information resources of the MIA
Unified Information System to the users of the UIS MIA,;
ensuring the backup, storage and comprehensive protection
of information contained in the electronic information
resources of the MIA Unified Information System (Clause
8 of the Regulation on the MIA UIS).

The functional subsystems of the Unified Information
System of the MIA are: 1) National System of Biometric
Verification and Identification of Ukrainian Citizens,
Foreigners and Stateless persons; 2) Information Portal
of the National Police of Ukraine; 3) Unified State Register
of Vehicles; 4) Register of Administrative Offenses
in the Field of Road Safety; 5) System for Recording
Administrative Offenses in the Field of Road Safety in
an automatic mode; 6) Integrated Interagency Information
and Communication System for Controlling Persons,

Vehicles and Cargo Crossing the State Border; 7) “Gart-1”
Border Control Information and Communication System;
8) 112 Information and Communication System; 9) Electronic
Register of Human Genomic Information; 10) Unified
Register of Persons Missing in Special Circumstances;
11) Unified Register of Weapons; 12) System of Management
of Civil Defense Forces and Means and other systems,
registers and databases created by the subjects of the Unified
Information System of the MIA within the framework of their
powers exercising.

The structure and operation of the functional subsystems
of the MIA Unified Information System are determined by
the regulations on such subsystems, which are developed by
the subjects of the UIS MIA, taking into account the Model
Regulation on the Functional Subsystem of the MIA Unified
Information System approved by the MIA and approved in
accordance with the procedure established by the law (Clause
12 of the Regulation on the UIS MIA).

The next information and telecommunication system
we will focus on is the Information and Telecommunication
System of Pre-trial Investigation iCase (hereinafter referred to
as the iCase System). This system is the digital infrastructure
of the triad of anti-corruption agencies — the National Anti-
Corruption Bureau of Ukraine (NABU), the Specialized
Anti-Corruption Prosecutor’s Office (SAP), the High Anti-
Corruption Court (HACC), and the Office of the Prosecutor
General of Ukraine.

The implementation of the iCase System began in 2021.
The purpose, main tasks and functions, structure, subjects,
users, as well as general principles of functioning of the iCase
information and telecommunication system of pre-trial
investigation in criminal proceedings in which the pre-trial
investigation is carried out by detectives of the National
Anti-Corruption Bureau of Ukraine are determined by
the Regulation on the iCase System [7].

The implementation of this system is a breakthrough in
the execution of electronic criminal proceedings in Ukraine
and is carried out pursuant to Clause 5.12 of the Strategy for
Reforming the Judiciary, Judicial Proceedings and Related
Legal Institutions for 2015-2020, approved by the Decree
of the President of Ukraine No. 276/2015 dated 20.05.2015, to
ensure proper coordination of the legal institutions and the unity
of information system. According to the President’s Press Ser-
vice, the Strategy for Sustainable Development of the Judicial
System for 2021-2025 (hereinafter referred to as the Strategy),
developed by the Legal Reform Commission with the involve-
ment of representatives of the expert community, was submit-
ted to President V. Zelensky for consideration.

The second block of the Strategy specifically emphasizes
the need for the fastest possible development of the electronic
justice. For example, A. Stolitnyi believes that “The introduc-
tion of Electronic Criminal Proceedings is the most expedi-
ent organizationally and technically on the basis of the URPTI
in four stages: 1) improvement of the URPTI functionality;
2) involvement of an investigating judge in electronic crimi-
nal proceedings; 3) involvement of all subjects of criminal
proceedings in electronic criminal proceedings through exter-
nal resources of digital messaging (e-mail); 4) transition to
electronic criminal procedures using personal virtual offices
[8, p. 24].

The purpose of the System is to automate pre-trial inves-
tigation processes, including creation, collection, storage,
search, processing and transmission of materials and informa-
tion (data) in criminal proceedings, as well as the processes
that ensure organizational, managerial, analytical, information
and telecommunication and other needs of the System users
(Clause 4 of the Regulation on iCase).

The main tasks of the System include:

1) creation of a unified electronic space for the System’s
participants, which stores materials and information on
criminal proceedings;
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2) creation of the conditions for electronic interaction
and automation of the work of the System’s participants
in order to increase the efficiency of performing the tasks
assigned to them by law, reduce the time and financial costs
for pre-trial investigation, management, information search,
analytical work, and reporting;

3) providing accurate analytical data for making effective
managerial decisions based on facts;

4) ensuring information interaction with other information
(automated), information and telecommunication systems
(Clause 5 of the Regulation on iCase).

The functions of the System are: 1) creation, collection,
storage, search, processing and transfer of the materials
and information (data) in criminal proceedings; 2) centralized
secure storage of criminal proceedings materials, procedural
and other documents; 3) secure storage, automated analytical
processing of information; 4) exchange of documents
and information (sending and receiving documents
and information, joint work with documents) in electronic
form between the System subjects; 5) System users access to
any information stored in it in electronic form in accordance
with the granted access rights; 6) automated interaction
(integration) of the System with other information (automated)
and telecommunication systems; 7) automatic generation
of analytical reports from data sets contained in the System,;
8) other functions provided for by the Regulation (Clause
6 of the Regulation on iCase).

The System consists of: 1) the System core;
2) telecommunication network; 3) automated workstations
of the System users; 4) comprehensive information security
system (Clause 7 of the Regulation on iCase).

The core of the System includes: 1) servers; 2) virtualization
systems; 3) data storage systems; 4) a cluster of programs
and services; 5) a cluster of databases; 6) integration gateway
(Clause 8 of the Regulation on iCase).

The telecommunication network includes:
1) telecommunication access networks; 2) technical means
of telecommunications; 3) means of cryptographic protection
of information (Clause 9 of the Regulation on iCase).

The system interacts with the Unified Register of Pre-
trial Investigations and the system operating in the court in
accordance with Article 35 of the Criminal Procedure Code
of Ukraine, and can also interact with other information,
information and telecommunication systems in cases provided
for by law.

The procedure for interaction of the System with
the Unified Register of Pre-trial Investigations, other
information and telecommunication systems is determined
by the holders of the respective Systems in accordance with
the requirements of the current legislation of Ukraine (Clause
10 of the Regulation on iCase) [7].

It should be noted that although the implementation
of the iCase System is rather slow, it does not stop
and is constantly evolving. In particular, on March 1, 2024,
the HACC expands the operation of the Pre-trial Investigation
Information and Telecommunication System (iCase). In
addition to the already successfully functioning acceptance
of applications for permission to search a person’s home or
other property from NABU detectives and SAPO prosecutors
in electronic format, the HACC is starting to accept
the applications for temporary access to things and documents.
According to the court, saving resources, reducing time
and logistical needs, as well as their rational use under martial
law are priorities in the activities of HACC [9].

Lawyers also expect the iCase System to work in full,
hoping for positive changes in general, namely: transparency
of criminal proceedings for the parties and the court;
the possibility of stricter compliance with deadlines, since
updates (procedural decisions, etc.) in the system will be sent
immediately to an authorized e-mail, not three months later
or not at all; electronic document flow: the defense counsel

submits a motion to the investigator through an authorized
account in a matter of minutes and from that date counts down
three days for the investigator to respond; the investigator
does not travel halfway across the city to approve the motion
with the prosecutor, having waited several hours for it to be
approved by the prosecutor’s office. He or she also immediately
sends the motion to the prosecutor for approval; preventing
procedural decisions of the investigator or prosecutor from
being made “retroactively” and attached to the criminal
proceedings; the discipline of both parties to the CP (in
terms of time, ownership of the subject of the motion, who
the documents are sent to) ensuring real competitiveness
of the process, objectivity at the pre-trial investigation stage
and prompt response to actions and inactions of the investigator
by both parties, and not after the fact after opening
the materials in accordance with Article 290 of the CPC
of Ukraine; no need for the investigating judge to wait for
months for the criminal proceedings from the investigator to
consider a complaint about his or her inaction or unlawfulness
of actions; preventing the fact that the documents of the CP
are “lost” and others appear (I personally saw a fake resolution
on changing the group of prosecutors / investigators, which
introduced the “necessary” persons who actually participated
in the investigative actions but were not initially included
in the groups); speed of familiarization: when opening
materials in accordance with Article 290 of the CPC
of Ukraine, the parties can fully familiarize themselves with
the scanned CP, audio and video recordings. At the same time,
the possibility of familiarization with the materials of the CP
(in paper version and material evidence) by the investigator or
prosecutor is also guaranteed to the parties [10].

Also, in our opinion, it would be advisable to distinguish
the electronic document management systems of law enforce-
ment agencies, which would constitute the third group
of resources, and include such systems as the Unified Register
of Pre-trial Investigations, the iCase Information and Tele-
communication System of Pre-trial Investigation, etc.

Finally, the fourth group of resources includes the “sim-
ple” registers — databases containing information on persons,
property and / or procedural, administrative actions in the field
of criminal justice and related activities of law enforcement
agencies, in particular: The Register of Offenders (the Uni-
fied State Register of Domestic and Gender-Based Violence),
the Register of Corrupt Officials (information on persons who
have committed corruption offenses), the Unified Register
of Seized Property (a register of assets seized in criminal pro-
ceedings), and others.

Turning to the issue of legal regulation of the digitalization
of law enforcement activities in the field of criminal justice, it
is necessary to point out a wide range of legal acts that regulate
the relevant legal relations.

Thus, firstly, it is necessary to distinguish the international
legal acts that must be complied with both law enforcement
agencies in the context of digital transformation and national
regulations, in particular the Convention on Cybercrime,
the European Ethical Charter on the Use of Artificial Intel-
ligence in the Judiciary and its Environment, the concept
of the Digital Agenda for Europe within the framework
of the European economic development strategy “Europe
2020: A Strategy for Smart, Sustainable and Inclusive
Growth”, Recommendation CM / Rec (2020) 1 of the Com-
mittee of Ministers to Member States on the impact of algo-
rithmic systems on human rights [2, p. 27].

When developing conceptual issues of digitalization
of the criminal procedure, the scholars also advise to take
into account the relevant conclusions of the Advisory Council
of European Judges on Justice and Information Technology, in
particular: Recommendation No. R (95) 11 of the Committee
of Ministers of the Council of Europe to Member States on
the selection, processing, presentation and archiving of judg-
ments in legal information and retrieval systems (Septem-
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ber 11, 1995); Recommendation Rec (2001) 2 of the Commit-
tee of Ministers of the Council of Europe to Member States
on the development and restructuring of the judicial systems
and legal information in an economical manner (February 28,
2001); Recommendation Rec (2001) 3 of the Committee
of Ministers of the Council of Europe to Member States on
the provision of judicial and other legal services to citizens
using the latest technologies (February 28, 2001); Recom-
mendation Rec (2003) 14 of the Committee of Ministers
of the Council of Europe to Member States on the interoper-
ability of information systems in the justice sector (Septem-
ber 9, 2003); Recommendation Rec (2003) 15 of the Commit-
tee of Ministers of the Council of Europe to Member States on
the archiving of electronic documents in the legal sector (Sep-
tember 9, 2003); Opinion No. 14 (2011) of the Consultative
Council of European Judges to the attention of the Committee
of Ministers of the Council of Europe on Justice and Informa-
tion Technology (November 9, 2011) [2, p. 27].

As T. Pavlova noted, the relations connected to
the use of information and telecommunication systems by
criminal justice authorities at the national level are regu-
lated by the Constitution of Ukraine, Civil Code of Ukraine,
and the Law of Ukraine “On Information” of October 02,
1992, No. 2657-XII; “On protection of information in auto-
mated systems” of 05.07.1994, Ne 80/94-BP; “On state secret”
of 21.07.1994, Ne 3855-XII; “On obligatory copy of docu-
ments” of 09.04.1999, Ne 595-XIV; “On electronic documents
and electronic document flow” of 22. 05.2003, No. 861-1V;
“On the National Archival Fond and Archival Institutions”
0f 24.12.1993, No. 3814-XII; “On Electronic Trust Services”
of 05.10.2017, No. 2155-VIIL, as well as other legal acts
[11, p. 2-3].

The Law of Ukraine No. 2147-VIII  dated
03.10.2017 amended part 1 of Article 35 of the Criminal Pro-
cedure Code of Ukraine (hereinafter — the CPC of Ukraine)
to improve the automated court document management sys-
tem, which regulates: objective and impartial distribution
of criminal proceedings materials between judges in com-
pliance with the principles of priority and the same number
of proceedings for each judge; selection of jurors for the trial
from the list of jurors; provision of information to individu-
als and legal entities on the status of consideration of criminal
proceedings in accordance with the procedure provided for by
the Criminal Procedure Code of Ukraine; centralized storage
of texts of verdicts, rulings and other procedural documents;
preparation of statistical data; issuance of verdicts, court rul-
ings and enforcement documents based on the data available
in the system; transfer of materials to the electronic archive.

The current CPC of Ukraine also contains provisions that
partially regulate “the issues of electronic procedures and their
recording, namely:

1) electronic form of pre-trial investigation concerning
entering information about a criminal offense into the URPTI
(Article 214 of the CPC of Ukraine);

2) entering procedural decisions in criminal proceedings
into the URPTI (Article 218(4), Article 278(4), Article 280(4),
Article 282(3), Article 281(2), Article 283 of the CPC
of Ukraine);

3) use of electronic documents as a source of evidence
(Articles 84, 99 of the CPC of Ukraine);

4) use of modern telecommunication means to summon
a person (Article 134 of the CPC of Ukraine);

5) conducting investigative (detective) actions in the mode
of video or telephone conference (Article 232 of the CPC
of Ukraine) etc.” [11, p. 2-3].

Taking into consideration the challenges faced by the state
during the COVID-19 pandemic, and even more so during mar-
tial law, “the need for further digital transformation of crimi-
nal proceedings in Ukraine with a significant modification
of the criminal procedural form through introduction of digital
technologies, transition to full electronic document management
is no longer in doubt and is only a matter of time” [2, p. 28].

Conclusions. Summing up, it is worth noting that the exist-
ing information and communication systems in the activities
of law enforcement agencies in the field of criminal justice can
be divided into four groups. Thus, the first group of informa-
tion resources includes international databases, in particular,
Interpol and Europol, the law enforcement agencies of Ukraine
have access to.

The second group includes national departmental elec-
tronic information resources, which are large information
systems and / or contain several modules and / or separate
registers, and the function of electronic communication, in
particular: The Unified Information System of the Ministry
of Internal Affairs of Ukraine, the Unified Judicial Informa-
tion and Telecommunication System, the iCase Informa-
tion and Telecommunication System, the Information Portal
of the National Police of Ukraine, the Unified Register of Con-
victs and Detainees.

In our opinion, the third group consists of registers of doc-
ument flow and electronic management of law enforcement
agencies, such as the Unified Register of Pre-trial Investiga-
tions, the iCase Information and Telecommunication System
of Pre-trial Investigation, etc.

Finally, the fourth group of resources includes “simple”
registers — databases containing information on persons, prop-
erty and / or procedural and administrative actions in the field
of criminal justice and related activities of state bodies, in par-
ticular: The Register of Offenders (the Unified State Register
of Domestic and Gender-Based Violence), the Register of Cor-
rupt Officials (information on persons who have committed
corruption offenses), the Unified Register of Seized Property
(a register of assets seized in criminal proceedings).

Thus, today, we can talk about the creation of digital
infrastructure in the activities of law enforcement agencies in
the field of criminal justice. The digitalization process in the law
enforcement agencies of Ukraine and the status of the Eng-
lish language as the language of international communication
according to bill #9432 adopted as a basis by Verkhovna Rada
of Ukraine require the sufficient training of the personnel for
successful professional communication in English.

At the same time, some scholars emphasize that “the anal-
ysis of the current criminal procedural legislation shows cha-
otic regulation of certain issues of digital technologies imple-
mentation in the field of criminal proceedings, in particular,
the implementation and recording of electronic procedures,
the creation of electronic criminal proceedings and other areas
of'the CCP. This level of regulation is mostly unsatisfactory due
to certain legal uncertainty, which also gives rise to differences
in law enforcement practice. ... Therefore, there is an obvious
need for a conceptual development of the CCC issues, which
includes a study of both the process of digital transformation
of criminal proceedings and the quality of the current criminal
procedural legislation in this area” [2, p. 29].
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