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The article explores the prospects of using digital open sources when applying modern investigative methods. The publication provides
an overview of the benefits of using electronic open sources in criminal and human rights investigations, including their potential to reduce costs
and the ability to quickly and efficiently retrieve large volumes of data.

The study also notes the possible shortcomings of using digital open sources, in particular, the reliability of the obtained materials. To ensure
the accuracy and reliability of data collected from open electronic sources, the study highlights the need to provide investigative bodies with
appropriate guidance.

The article also emphasizes the need to apply ethical principles in the process of using digital open sources in investigations. The author
gives examples of national and international practices of using special means in the investigation process and modern trends in collecting
and researching evidence obtained from open sources. In order to preserve individual rights and ensure that investigations are conducted in a fair
and reasonable manner, there is a need for a clearly defined ethical legal framework to guide investigators in the use of digital open sources.

The benefits and importance of existing legal requirements that ensure impartial investigation of violations while respecting the rights of all
parties are also discussed in this publication. The study highlights the importance of a sound regulatory framework governing the use of elec-
tronic evidence. The author advocates the need to create a procedure and standards for obtaining such evidence, in particular data for forensic
examination. The author cites the experience of law enforcement agencies in Ukraine as an example of the basic development of rules for the use
of digital data, in particular during a criminal investigation.
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Y cTaTTi AOCHiAKYIOTLCS NEPCNeKTMBN BUKOPUCTAHHSA BiAKPUTUX ENEKTPOHHUX [Kepen Mif Yac 3aCTOCyBaHHS CyYacHWX MeTogiB po3chi-
AyBaHHs. Y nybnikauii HaBeAeHo 3aranbHUi OrNsA nepesar BUKOPUCTAHHS BIAKPUTUX €MEKTPOHHWUX DKepen Yy KpUMIHanbHUX po3ChidyBaHHSAX
i po3cnigyBaHHsIX y cdpepi npas NoAWHKY, BKKOYaoUM X NOTeHUian Ans 3HWKEHHS BUTPAT, @ TaKoX 34aTHICTb WBWUAKO N e(PEeKTUBHO OTPUMYBaTK
3HaYHi 0bcarn JaHux.

Takox y cTaTTi Bif3Ha4aTbCs MOXIIMBI HEAONIKV 3aCTOCYBaHHS BIOKPUTUX €NEKTPOHHUX AXKepen, 30KpemMa AO0CTOBIPHICTb OTPUMAaHNX MaTe-
pianis. LLlo6 rapaHTyBaTV TOYHICTb | HAAIVHICTb AaHWX, 3iDpaHuX i3 BIGKPUTUX ENEKTPOHHMX [Kepen, Y AOCTIMKEeHHI NiAKPEC0eTbCA HEOOXIAHICTb
3abe3neyveHHs opraHiB po3cnifyBaHHs BiANOBIAHAMW peKoMeHAaLisMu.

Y cTaTTi TaKOX HaronoLLyeTbCA Ha HEOOXIAHOCTi 3aCTOCYBaHHA €TUYHMX MPUHLIMNIB B NPOLIECi BUKOPVUCTAHHS BIAKPUTUX ENEKTPOHHNX [DKepen
y po3crifyBaHHsIX. ABTOPKOK HaBOASTLCS NPUKMaav HauioHanbHOI Ta MiXXHapOAHOT NPaKTWKM BUKOPUCTaHHS crewianbHux 3acobiB y npoLeci pos-
cnifyBaHHS Ta CyyacHi TeHAeHUii 36upaHHsa Ta JOCNiMKEeHHS [oKa3iB, OTPUMaHUX i3 BIOKpUTUX Axepen. [nsa Toro, wob 36epertv inanBigyanbHi
npaBa Ta rapaHTyBaTu, Lo PO3CHigyBaHHs NPOBOASTLCS CNPABEASIMBYM i PO3YMHUM CnocoboM, iCHye HeOBXiOHICTb y YITKO BU3HAYEHI ETUYHIN
npasoBin 6asi, ska 6 ckepoByBana Crig4NX y BUKOPUCTAHHI BIAKPUTVX ENEKTPOHHNX HKepern.

MepeBaru Ta 3Ha4YEHHA YNHHKX NPaBOBUX BUMOT LLOAO 3abe3neyveHHs HeynepeaxeHoro poachigyBaHHs NopyLUeHb i3 OAHOYaCHUM AOTPUMaH-
HAM NpaB YCixX CTOPiH Takox 06roBOPOOTLCS B L Nybnikaii. [JocnimkeHHs NiAKPeCcnoe BaXnvBICTb 4OCKOHANO0I HOpMaTUBHOI 6asw, Lo perynioe
BUKOPWCTaHHSA eNeKTPOHHMX AO0Ka3iB. ABTOpKa BifCTOE HEODOXiAHICTb CTBOPEHHS Mpolenypy Ta CTaHAapTiB ANs OTPUMAaHHS Takux [OKasis,
30Kpema faHux Ans CyaoBoi ekcrnepTuan. ABTOpka HaBOAWTb AOCBIA NPaBOOXOPOHHMX OpraHiB B YKpaiHi sk npuknaj 6a3osoi po3pobku npaswun

BUKOPWCTaHHS LMPOBUX AaHWX, 30KpeMa Mif Yac KPUMIHANbLHOrO Po3chifyBaHHS.
KntouoBi crnoBa: enekTpoHHI BiAKpUTI [Kepena, KpUMiHanbHe po3cnidyBaHHS, eNeKTPOHHI AoKa3u, AOCIAKEHHS BiAKPUTMX JXepen, npasa

MIOAVHW, PO3CHiAYBaHHA MDKHAPOAHUX 3MOYMHIB.

In today’s world, the internet has become an integral part
of our daily lives. We rely on it for communication, entertain-
ment, education, and even for conducting business transac-
tions. However, with the increasing use of the internet, new
challenges have arisen, such as cybercrime, fraud, and other
illicit activities that threaten individuals, businesses, and gov-
ernments worldwide. To combat these threats, investigators
have had to adapt their methods and tools to the digital era,
which has given rise to digital open source investigation.

A great deal of the population has direct access to the Inter-
net, including the ownership of social media pages that often
can verify the identity of its holder uncovering even the most
intricate details about the person’s life. From a long-term per-
spective, the strategy we chose to deal with this mass load
of information can define the sphere of influence and its limits
in light of respect for human privacy and the possible preva-
lence of society’s need for protection.

The novelty of electronic evidence has widely spread
across the globe proving the necessity of its engagement
even in the most isolated independent jurisdictions. Facing
the recent unfortunate events, humanity realized the need for
a proper and accurate collection of each and every perpetration

following strict guidelines which at the same time can grant
resilience to some extent. The complexity of the issue brought
up is multilevel, beginning with the tools of the evidence col-
lection and resulting in the issue of admissibility that concerns
not only a national judiciary but mostly the international insti-
tutions in charge of investigation and adjudication.

The research on that topic has been conducted by numer-
ous scientists such as S. Albul, O. Bandurka, M. Budakov,
I. Kondratiev, O. Korystin, Y. Maksimenko, A. Marushchak,
G. Novytskyi, D. Banisar, K. Osakwe, A. Robert and others.

This article’s objective is to highlight the significance
of establishing regulations in criminal justice for digital inves-
tigative procedures while also recognizing the possible diffi-
culties that may develop. The purpose is to encourage analyti-
cal conversations and develop a complete system that ensures
credible rights protection in its fullness, correctness, and clar-
ity by analyzing abroad practice and developing a pertinent
legal framework. Ultimately, the article promotes the need for
a judicial system that is more equitable and easily accessible
while upholding the essential ideas of the rule of law. Further,
it is demonstrated as necessary and advantageous for the legal
theory and practice to conduct a thorough analysis of inter-
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national experience before developing a legal framework.
The study also emphasizes how crucial it is to strike a bal-
ance between the necessity for efficient investigation methods
and the defense of individual rights.

As has been aptly mentioned in the scientific literature,
at present, there is no single stable terminology that would
define the evidence obtained from digital data carriers, nor
the procedure for working with them, in particular in Ukraine.
Therefore, in practice, questions often arise regarding
the correct presentation of such evidence and its presentation
in court [1].

One of the main advantages of digital open source inves-
tigation is its accessibility. This makes it easier to investigate
international crimes or to work on cases that involve multiple
jurisdictions. Moreover, digital open source investigation is
typically less expensive than traditional investigation meth-
ods, as it does not require travel, surveillance, or other costly
techniques.

Another advantage of digital open source investigation is
its speed. In many cases, investigators can obtain information
in real-time, allowing them to respond quickly to develop-
ing situations. This can be critical in situations where time is
of the essence, such as in cases of child abduction or terrorism.

However, digital open source investigation also poses new
challenges for investigators. For example, the vast amount
of information available on the internet can be overwhelming,
making it difficult to sift through and identify relevant infor-
mation. Moreover, digital open sources investigation must be
conducted in compliance with ethical and legal guidelines to
avoid infringing on individuals’ privacy rights.

The usage of internet open source data for human rights
investigations has surged during the last few years. There has
been a lot of experimentation, with the open source investiga-
tive space being seen as something of a Wild West — a new,
disembodied digital frontier where anything goes, especially
in social media research [2].

In essence, digital open source investigation is an impor-
tant tool in the modern investigator’s arsenal. It offers a range
of advantages over traditional investigation methods, includ-
ing accessibility, speed, and the ability to overcome certain
challenges. However, it also poses new challenges that must
be addressed, such as managing the vast amount of informa-
tion available and ensuring compliance with ethical and legal
guidelines. As technology continues to evolve, digital open
source investigation will likely become an even more impor-
tant aspect of investigation work in the future.

The increasing reliance on digital sources of informa-
tion in modern times has given rise to new challenges for
investigators. In order to ensure the reliability of conclusions
and establish facts with confidence, it is necessary to apply
uniform approaches and methods when using open sources in
official investigations. This is particularly critical in interna-
tional criminal and human rights investigations, where the use
of digital open sources can provide valuable evidence that
might not otherwise be accessible. However, the lack of a uni-
versal legal order creates obstacles in the accurate recording
and examination of evidence in their clear, accurate, and full
nature. These challenges highlight the necessity of developing
standardized approaches and methods for digital open source
investigation that can help to ensure the reliability of evidence
and improve the accuracy of conclusions drawn from it.

The ratification of the Convention on Cybercrime [3],
which was primarily designed for member states of the Euro-
pean Union, later was recognized by other nations due to
the growing public danger that cybercrime poses and was a sig-
nificant and effective step for Ukraine. This legal document
granted protection from various aspects of cybercrime on
the global level, obliging the Party of the Convention to adopt
necessary legislation.

Information search and analysis using open sources for
their further use by law enforcement agencies and the court

can be operated based on different methods. As Mr. Zhar-
kov notes, the US intelligence community is the originator
of the term “intelligence from open sources” (Open Source
Intelligence — OSINT), defines OSINT as one of the types
of military intelligence, which is designed to search, collect
and analyze information from publicly available sources [4].
Open Source Intelligence refers to the collection, analysis,
and dissemination of information from publicly available
sources, including news articles, social media, government
reports, and academic research. It can be used to support law
enforcement and national security efforts, such as tracking ter-
rorist activity or identifying cyber threats.

In light of the topic discussed, there is a particular necessity
to mention the Berkeley Protocol on Digital Open Source Inves-
tigations [5] which was composed in 2022 as a result of Berke-
ley Law’s Human Rights Center (HRC) and the U.N. Human
Rights Office’s three-year fruitful cooperation. As it is referred
by Berkley Law Center the document outlined marks the first
global guidelines for using publicly available information
online — including photos, videos, and other content posted
to social media sites — as evidence in international criminal
and human rights investigations.

Paying attention to the relevance of procedure aspects,
rights of privacy, and guided investigative process, the authors
seek to construct a balanced system compromising difficulties
that arose from the standards of international courts and tri-
bunals. Abiding by the general rule of the standard of proof
in criminal jurisdiction we must acknowledge the distinc-
tion accompanying the international practice. While the bar
for admissibility of evidence in international criminal courts
and tribunals is generally lower than that of some national
courts, the methods of evidence collection will still affect
the weight judges give to the evidence.

The proper investigation process composed by the Berke-
ley Protocol includes six main phases namely online inquiry,
preliminary assessment, collection, preservation, verification,
and investigative analysis.

Analyzing the first stage, we can witness established types as
follows: searching, which is the process of finding information
and information sources by using basic or sophisticated search
strategies; monitoring, which is the process of finding fresh infor-
mation by repeatedly and persistently reviewing a set of reli-
able sources. The aspect of particular importance hereinafter is
the absolute necessity of remaining vigilant of bias while con-
ducting the investigation as a whole as well as its only element.

Whilst conducting a preliminary assessment the respon-
sible body should estimate the criteria of relevance, reli-
ability, the chance of item removal, the safety of the item,
and subsequent duties concerning the following custody
of the digital item. Moving on to the collection and preserva-
tion of the evidence, the information taken should be stored
in its fullness, accuracy, and clearness as detailed as possible.
For instance, regardless of the collection format, all available
data on the material must be preserved, such as the source
code of the web page, embedded media files, hush value, data
of the collection and preservation processes, etc. The structure
must be kept, safeguarding authenticity, availability, identity,
persistence (integrity and viability of a digital item in technical
terms), renderability, and understandability.

Apart from the selection of the data gathered,
the veracity and validity of the information are verified through
the analysis of the source, content, and technical data. Finally,
the investigative analysis takes place in the eventual stage,
contributing to the process of evaluating and interpreting
factual data to provide substantial results applicable to case
development or decision-making.

The protocol’s investigation process ensures that
infringements are thoroughly and impartially investigated,
while also respecting the rights of all parties involved. Its
elements are not only a simple guidance on the investigation
process but an authentic handbook of practical issues that
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should be embedded into national practice. A detailed
regulation will be an instrument of avoidance of the matters
of the misusage of powers or a mistake on the lack of practical
knowledge. The abovementioned is a concept that serves
the supreme purpose of conducting a fair trial, through
the mitigation of the probability to fail to establish a legal
order due to the inadmissibility of evidence.

As a result, the introduction of the Berkeley Protocol
affects the concept of digital sources utilized for the purpose
of investigation, making such data universally acceptable.
Understandable access to consecutive information creates
a vast of opportunities for the public to explore and contribute
to the work of responsible bodies. The benefits of the evidence
obtained from journalistic research, individual claims can
create the most accurate event profile. Furthermore, since such
access is not limited by a certain jurisdiction, a real course
of events can be traced up to the live translation that grants
a factual representation of any atrocities.

The adoption of legislation governing the use of electronic
evidence is a necessary reaction to the new problems in
criminal law and forensics brought on by the world’s shift to
the digital era. Furthermore, the development of processes
and procedures for gathering electronic evidence is especially
impacted by forensic evidence, which plays a significant role
in establishing objective law [6].

The experience of Ukraine and its people can prove
an absolute fundamental need of internalizing the guidelines
on digital evidence utilization. Moreover, society has already
been acquainted with services that thoroughly accumulate
the information given to apply it further, especially in
the judicial examination.

One such project is aimed at documenting and preserving
evidence of human rights violations and atrocities through
the use of technology. An EyeWitness was developed by
the International Bar Association, and as a groundbreaking
initiative has been widely recognized for its contributions to
the field of international criminal justice [7].

The EyeWitness project utilizes a custom-built camera
application that can be easily installed on smartphones or
other mobile devices. This application enables users to record
videos and take photographs of human rights violations, such
as torture, forced disappearances, and extrajudicial killings. The
collected data is then securely stored and analyzed by a team
of forensic experts, who can use it to provide crucial evidence in
trials against perpetrators of these crimes. Verifying the media
uploaded, not only actual photo/video materials are being
analyzed during the trial, but additionally embedded metadata
that helps to demonstrate the authenticity of the footage.

Overall, the EyeWitness initiative marks a significant
advancement in the field of human rights advocacy
and documentation, offering an effective tool for those looking
to hold human rights offenders accountable and pursue justice
for victims. At the moment, more than 45 thousand media files
have been recorded and have already made an impact during
the investigation performed by the United Nations, the practice
of the International Criminal Court, different European war
crimes units, domestic courts, and international police forces.

The EyeWitness to Atrocities app has played a crucial
role in documenting the human rights violations in Ukraine
following the russian invasion. Between 24 February
and 27 September 2022, the app’s users uploaded a staggering
number of visual and audio records that captured the appalling
situation on the ground [8]. The footage revealed the extent
of the damage inflicted on residential areas, educational
institutions, cultural heritage sites, and commercial properties.
The recordings also exposed incidents that had not received
extensive media coverage at the time, indicating the value
of EyeWitness accounts and citizen journalism in such
conflicts. The evidence collected through the app highlights
the importance of technology in documenting and preserving
evidence of human rights abuses in conflict zones.

Due to the scale of the damage brought by the russian
invasion, the Ukrainian government has also developed
a system of reporting war crimes. Currently, anybody who
has witnessed or suffered the consequences of war crimes
can upload the evidence through the website or application
which will be used to prosecute the responsible ones both on
the national and international level [9].

Covering the topic of independent research initiatives,
we would like to refer to the Bellingcat Investigation Team,
which created a map of civilian harm in Ukraine [10].
and is a powerful tool for visualizing the widespread impact
of the ongoing War in Ukraine on civilians.

By compiling and analyzing data from a variety
of sources, including open source information and EyeWitness
testimony, the map provides a detailed and comprehensive
view of the harm suffered by individuals and communities
throughout the country. The map allows users to explore
specific incidents of harm, including civilian deaths
and injuries, damage to infrastructure and homes, and other
forms of violence and abuse. By highlighting the human toll
of the conflict, the map serves as a critical resource for a better
understanding of the dynamics of the conflict and advocates
for greater protection for civilians.

It is worth mentioning that publicly available tools
are present to maintain an independent investigation by
the individual or to contribute their own efforts to a more
extensive project. An example of the beforementioned would
be an Online Investigation Toolkit [11] created by Bellingcat,
which gives a detailed guide on the online available information
used for various investigations, or a methodology on the topic.

We have already mentioned the aspect of widespread
Internet access that grants an opportunity to experiment on
the matter of digital investigation. Notable, practices used in
private spheres are not always credible enough to be exposed
before the officials of the State (or interstate) investigation,
however, some of the approaches are genuinely worthwhile.

The knowledge of collaboration, deep internet research,
and proper evaluation of the evidence with a regard to
the safety measures of web anonymity make a great researcher
while partly being accessible through the resources such
as “Exposing the Invisible: The Kit” [12]. Using a variety
of digital tools and tactics, the project has developed
many strategies to assist people and groups in examining
and exposing complicated social and political issues.
Developing networks and collaborations, performing research
and analysis, confirming information sources, and leveraging
visual storytelling and data visualization are just a few
of the tactics. The initiative places a strong emphasis on
the value of morally and responsibly conducting investigations
as well as the necessity of continuous learning and adaptation
in the rapidly evolving digital environment.

In recent years, the use of open source intelligence
has become increasingly important in many fields,
including law enforcement, journalism, and academia. The
availability of the vast amount of digital data, combined with
the development of sophisticated analysis tools, has made
it possible to uncover information that would have been
difficult or impossible to access just a few years ago. Using
open digital sources, the BBC team in the investigation on
the Cameroonian soldiers in 2015 [13] was able to gather
a profound piece of information from a video that was
circulating on social media. They also used specialized tools
for data analysis, such as verification of the visual content,
including unique identifiers (people, buildings, flora, fauna).
The element of particular interest is a video comparison
analysis and spatial analysis, which help to examine different
objects and landscape features at an appropriate resolution
and check against satellite, geodata, or maps, comparing
features of objects, persons, and locations [5].

Through the analysis of this data, the team was able to
identify patterns and connections between the individuals
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involved in the crime. This BBC investigation highlights
the growing importance of open digital source investigation
in uncovering latent crimes and other illicit activities. By
leveraging the power of digital data and advanced analysis
tools, investigators can shine a light on hidden networks
and hold those responsible accountable for their actions.

Realizing the particular importance of the guideline’s
implementation in the legal governance of the latest
investigative practices we are obliged to be aware of numerous
challenges that could present frequent obstacles in
the establishment of equitable and accessible justice.

In order to counterbalance possible hurdles legislator as
well as the legal community have to remember to integrate
a clear system of leverage that retain the proper level
of impartiality and independence of every individual involved
in the collection and examination of proof. Furthermore,
the ethical standards must be evaluated while constructing
a certain norm or a rule to prevent a chance of obstructing
the rights of individuals which eventually leads to the court’s
recognition of the evidence as inadmissible.

One of the main arguments for the introduction of special
regulatory acts would be its universal accessibility. An enlarged
number of opportunities that become viable would allocate
genuine freedom concerning such aspects as international
cooperation in criminal matters, a profound reserve
of data, precise reconstruction of the course of events in time
and space, recognition of the national criminal procedures,
and accordingly the evidence database on the international
level (e.g., international criminal tribunal).

With the systematic examination of overseas practice,
we would be able to construct a relevant and beneficial legal
framework. Especially, in times of ubiquitous uncertainty,
jurisprudence has to perform a function of stable ground
saturated with the fundamental principles of the rule
of law reassuring each social element of its sustainability
and cohesion. Therefore, further exploration of the topic
is highly encouraged to promote analytical discussions
to devise the most accurate and comprehensive system
guaranteeing credible rights protection in its fullness,
accuracy, and clearness.
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