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The article is devoted to identifying the past, present and future state of UK-EU personal data transfers. The analysis on the basis of temporal
development illustrates the change of the regulatory regime in the course of time. The example of the United Kingdom (UK) was chosen to
demonstrate the particularities of personal data transfers between the European Union (EU) and third countries. Importantly, UK-EU cross-border
transfers may be compared to Ukraine-EU cross-border transfers as Ukraine is also regarded as a third country in the context of Article 25 (1)
of the General Data Protection Regulation (EU GDPR).

The analysis of the state of personal data transfers before the UK left the EU refers to the general process of conducting data transfers within
the EU on the basis of regulations that are in force in all the Member States of the EU. In contrast, the analysis of the changed regime after Brexit
demonstrates which difficulties arise for third countries while conducting personal data transfers with the EU countries, in particular the absence
of adequacy decisions and the loss of profit caused by the usage of other alternative mechanisms which enable cross-border data transfers.

The attention in the article is mainly focused on the recent UK adequacy decisions and their effect on the future of data transfers. The
analysis of the UK adequacy decisions demonstrates how the latter may be used to regulate cross-border transfers effectively and efficiently.
The particularities of the UK’s national data protection framework are analyzed to demonstrate which provisions of domestic law may be seen as
obstacles to the adequacy decision for the country. Several ideas are put forward on the future state of UK-EU personal data transfers to predict
the future tendencies in the regulation of cross-border transfers with the UK. The attention is also paid to the current situation with Ukraine-EU
personal data transfers. The future changes in national legislation concerning personal data protection in the country are also mentioned to
demonstrate the transformation process and development of new high-quality regulations.
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CTatTs NpucBsYeHa BU3HA4YEHHIO MUHYIOTO, TENEPILLIHLOro Ta MabyTHBLOrO CTaHIB Nepeaadi nepcoHarnbHNX AgaHmx Mk Cnonyyernm Kopo-
nisctBoM Benwkoi Bputaii Ta MiBHiuHoi IpnaHgaii (nani — CnonyveHe KoponisctBo) Ta €Bponelicbkum Cotosom (gani — €C). AHania Ha OCHOBI
4acoBOro PO3BUTKY iMOCTPYE 3MiHY PEXMMY PerynioBaHHs 3 NHOM Yacy. [ins AeMoHCTpaLii ocobnmBocTel nepegadi NepCoHanbHNX AaHUX MK
€C i TpeTimu kpaiHamu obpaHo npuknag CrnonyyeHoro KoponiscTea. Baxnueo, Lo TpaHckopAoHHa nepedada aaHux Mix CnonyyeHum Koponis-
ctBoM i EC moxe OyTu NopiBHSIHA 3 TPAHCKOPAOHHOK Nepegayetro AaHnx Mix YkpaiHoto Ta €C, ockinbku YkpaiHa Takox po3rnsgaeTbes sk TpeTs
KpaiHa B KoHTekcTi cTaTTi 25 (1) 3aranbHoro pernameHTy Npo 3axucT AaHuX.

AHani3 ctaHy nepegavi nepcoHanbHuXx AaHux o Buxogy CnonyyeHoro KoponisctBa 3 €C CTOCYeTbCS 3aranbHOrO Npouecy 3AiNCHEHHS
nepegavi gaHux ycepeaumHi €C Ha ocHOBI MpaBwn, Sk 4itoTb Y BCiX kpaiHax-y4acHuusx €C. Ha BigMiHy Big Lboro, aHamnis 3MiHEHOTO pexumy
nicns Brexit nokasye, Aki TpyAHOLL BUHMKAOTL y TPETiX KpaiH Mif Yac 3AiNCHEHHS nepeaadi nepcoHanbHKX AaHux 3 kpaiHamu €C, 3okpema
BifICYTHICTb pilLeHb LLIOAO afeKkBaTHOCTI N yTpaTa NpubyTKy, CPUYMHEHA BUKOPUCTAHHSM iHLUMX anbTEPHATUBHUX MEXaHi3MiB, L0 Aal0Tb 3MOry
TPaHCKOPAOHHY nepefady AaHuX.

Y cTatTi yBara B OCHOBHOMY 30CEpPEe[KEHa Ha OCTaHHIX PILLEHHSX OO0 aeKBaTHOCTI piBHA 3axvcTy B CnonyyeHomy KoponiscTsi Ta ix
BNSMBY Ha ManbyTHe nepeaavi AaHnx. AHani3 pilleHb LWOA0 afeKBaTHOCTI MOKa3ye, Ik OCTaHHI MOXYTb OyTW BUKOPUCTaHI Anst e(PeKTUBHOIO pery-
MIOBaHHS TPaHCKOPAOHHMX NepekasiB. MpoaHanisoBaHo 0cobnmBOCTI HaLioHanbHOI cucTeMu 3axucTy AaHux CnonydeHoro Koponisctea, o6
NPOAEMOHCTPYBATH, SiKi MONOXEHHS HaLliOHAIIbHOTO 3aKOHOAABCTBA MOXYThb PO3MMAAATUCS SK NEPELLUKOAN AN NPUAHATTS PILLEHHS LWOAO afek-
BaTHOCTI ANs KpaiHW. BucyBaeTbes Kinbka igei Wwoao manbyTHbOro ctaHy nepefadi nepcoHanbHUx AaHnx Mik Crnionyyernm Koponiscteom i €C,
Wob nepenbaunTn ManbyTHI TeHAEHLIT B perynoBaHHi TPaHCKOPAOHHOI nepedadi AaHux. Takox 3BepTacTbCs yBara Ha CTaH nepefadi nepco-
HanbHWX AaHUX Mix YkpaiHoto Ta €C, Moxnumei ManbyTHi HOBOBBEAEHHS! B HaLiOHaNbHOMY 3aKOHOAABCTBI L0 3aXMCTY NepCcoHarnbHUX AaHUX.

Kntouosi cnosa: CnonyyeHe KoponisctBo, €C, TpaHCKOpAOHHA nepedaya nepcoHanbHUX AaHUX, PILLEHHS LOAO aAeKBATHOCTI, piBEHb
3aXMCTy NEPCOHANbHUX AaHWX.

Since the UK left the EU in 2020, the process of conducting
personal data transfers has changed significantly. In particular,
the UK isregarded as a third country inthe context of Article 25 (1)
of the EU GDPR. UK-EU transfers, which are now regarded as
cross-border personal data transfers, may be conducted only if
the UK ensures an adequate level of data protection, namely,
a level of protection of fundamental rights and freedoms that is
essentially equivalent to that guaranteed within the EU [1]. The
adequacy decisions were adopted by the EU Commission to
settle the matter and make the transfers possible and simplified
after Brexit. At the same time, two important questions may
arise. What is the role of these adequacy decisions? What
are the future predictions for personal data transfers between
the UK and the EU? In this article several ideas are proposed to
give the answers to these questions.

The history of UK-EU personal data transfers should
be analyzed in the first place to demonstrate the change
of the regulatory regime. To begin with, the UK was a part
of the EU for almost fifty years, from 1973 to 2020. In this
timeline, the problem of trans-border personal data transfers
did not arise for the state as it was one of the Member States
of the EU and all the transfers fell under the requirements

of regulations that were in force for all the Member States.
Specifically, the free flow of data was possible under
Article 1 (2) of the Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on
the protection of individuals with regard to the processing
of personal data and on the free movement of such data [2].
In addition, the EU GDPR, which also includes the provisions
on the free flow of data within the EU, applied in the UK for
almost two years, from 25 May 2018 to 31 January 2020.
With the goal of implementing the EU GDPR, the UK
adopted the Data Protection Act (DPA 2018), which is still
one of the main regulations governing the usage of personal
data and the flow of information in the state [3]. The
DPA 2018 originally referred to the EU GDPR’s most
important provisions for the protection of personal data
and adopted such main definitions used in the EU GDPR as
“personal data”, “processing”, “data subject”, “controller”,
“processor” etc. Therefore, the original provisions of the DPA
2018 demonstrated the clear intention of the national legislator
to implement the EU GDPR into the domestic law of the UK.

The next period in the history of UK-EU personal data
transfers was connected with the process of separation
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of the UK from the EU. On 23 June 2016, the UK held
a referendum on the membership of the EU. The historic
decision to leave the EU was reached in that referendum. On
31 January 2020 at midnight, when the Withdrawal Agreement
entered into force, the UK left the EU [4]. In the context
of data protection, the separation led to the situation where
the EU GDPR, the main data privacy regulation throughout
the EU, could no longer be applied in the UK. Instead, the UK
GDPR was adopted to regulate the questions of personal
data protection in the UK [5]. The DPA 2018 was amended
to be read in conjunction with the new UK GDPR instead
of the EU GDPR. Although mentioned regulations have
much in common, there is one important distinguishing
feature of the UK data protection framework. In particular,
according to the UK GDPR and the DPA 2018 the Information
Commissioner is the leading supervisor, regulator and enforcer
of the UK GDPR [6, p. 1]. The latest suggestions of the UK
Government, which concern the Information Commissioner
Office’s (ICO) restructuring, deserve special attention in that
regard. The government proposed to establish an independent
board and a chief executive officer at the ICO. The board
would be led by a chair with non-executive directors, while
the chief executive officer would have responsibility for
the running of the organization. The structural improvements
were introduced to make the work of the supervisory authority
more effective in the long term [7, p. 123—124].

On 1 January 2021 came into force the EU-UK
Trade and Cooperation Agreement (TCA), according to
Article 201 (1) of which the EU and the UK were committed to
ensuring cross-border data flows to facilitate trade in the digital
economy [8]. In addition, in Article 525 (1) of the TCA
was once again mentioned that onward transfers to a third
country are allowed only subject to conditions and safeguards
appropriate to the transfer ensuring that the level of protection
is not undermined. Under the TCA, the EU and the UK also
agreed on the interim solution (bridging mechanism) to ensure
the provisional continuation of personal data flow from the EU
to the UK. In general, The TCA may be seen as the first step
in the regulation of cross-border personal data transfers which
was taken before the UK adequacy decisions were adopted in
June 2021. The inclusion of the provisions on cross-border
data flows helped to cut the loss of profits in the business
sector and postpone the question for several months.

The current state of UK-EU personal data transfers is
connected with the decisions of the EU Commission on
the UK’s adequacy under the EU GDPR and Law Enforcement
Directive (LED) [9]. In both decisions, the EU Commission
stated that the UK ensures an adequate level of protection in
the context of Article 25 (1) of the EU GDPR. This means that
most data can continue to flow from the EU without the need for
additional safeguards. At the same time, the so-called “sunset
clause”, which means that the UK adequacy decisions are
limited to four years and will not be automatically renewed, was
developed by the EU Commission. The new adequacy process
will be required to determine whether the UK still ensures
the essentially equivalent level of data protection in June 2025.
In addition, during the four-year period the EU Commission
can amend, suspend, or repeal the adopted decisions if issues
related to the data protection that call into question the level
of protection arise. There is also a possibility for the Court
of Justice of the European Union to decide on the data protection
level in the case an EU data subject or an EU data protection
authority challenges these decisions.

In fact, although the value of positive adequacy decisions in
allowing personal data to be transferred without any additional
safeguards between the UK and the EU cannot be denied,
they are just one of mechanisms to enable such cross-border
data transfers. To support trusted data flows across the world
such alternative mechanisms as Standard Contractual Clauses
(SCCs) are readily available, flexible and straightforward to
implement [10]. However, a recent study estimated the costs

of the absence of the UK adequacy decisions at around GB
£1-1.6 billion (€1.116—1.7856 billion) for UK firms, stemming
largely from companies reverting to alternative transfer
mechanisms under the EU GDPR [11, p. 1]. Therefore,
the adequacy decisions may be considered in practice as
one of the most effective tools to regulate cross-border
data transfers compared to other alternatives. This explains
the desire of the UK national authorities to get the positive
adequacy decision despite all the doubts concerning the UK’s
relevant legislation, including those concerning public security,
defence, national security, criminal law and the access of public
authorities to personal data.

Specifically, according to some studies, UK surveillance
activities do not fully comply with EU data protection
and privacy standards. For instance, the UK Government
Communications Headquarters (GCHQ) intercepts, retains
and analyses masses of personal data by collaborating with or
compelling private actors to provide access points. As Hendrik
Mildebrath mentioned in the recent in-depth analysis for
the European Parliamentary Research Service, the algorithmic
detection used in the UK causes three main problems, namely
the mathematically unavoidable fact of a large number of false
positives or false negatives when searching for rare instances in
large data sets (“base-rate fallacy”), built-in biases and opaque
processing (“black box phenomenon”) [11, p. 15-17]. In
addition, the Investigatory Powers Act does not require
the Investigatory Powers Commissioner to disclose intrusive
data processing to the data subject, even where it would
not jeopardize intelligence activities. So, these examples
demonstrate the drawbacks in the regulation which confirm
that the level of data protection in the UK may be seen as not
essentially equivalent to that within the EU. Nevertheless, these
particularities did not preclude the adoption of the adequacy
decisions for the UK which include, inter alia, some rules on
the usage of personal data by public authorities, notably for
national security reasons. Furthermore, the adequacy decisions
seem to be adopted on the basis of trustworthy relationships
between the UK and the EU, taking into account their common
historical background. As it was said in one of the recent
official documents of the UK government, new arrangements
to govern the continued free flow of personal data between
the EU and the UK were needed as “part of the new, deep
and special partnership” [12, p. 2].

In the context of the future of UK-EU data flows several
ideas should be highlighted. Firstly, the adequacy decisions
seem to be an interim arrangement designed to make cross-
border data transfers possible in the short term. As it was
already mentioned, they may be amended, suspended
and repealed. Secondly, the new adequacy decisions are highly
questionable. It is still possible that the EU Commission will
not adopt a new adequacy decision unless already mentioned
issues of national security and surveillance regime will not
be addressed by the government. Another challenge in this
context is the intention of the UK government to allow free
cross-border data transfers with other states all over the world.
Such a decision of the UK government may cause harm to
the EU data protection system as the majority of mentioned
states do not have the adequacy decisions. This may be seen
as a gap in the closed system which is constructed within
the countries that have the adequacy decisions and aims
at the highest possible level of data protection among these
third countries.

The current situation with UK-EU personal data transfers
may be compared to the situation with Ukraine-EU personal
data transfers. Although Ukraine has signed the Association
Agreement with the EU and its Member States, it is still on
the way to the membership in the EU. As a result, Ukraine as
well as the UK is regarded as a third country in the context
of Article 25 (1) of the EU GDPR. However, unlike in the UK,
the cross-border transfers with the EU are now possible for
Ukraine only based on the mechanisms that are alternative to
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adequacy decisions. This means that the range of tools which
are available for Ukraine is quite wide. At the same time, one
of the most effective tools — the adequacy decision — is still
not available for the country. In this context the perspective
changes in the data protection framework of Ukraine should
be mentioned to demonstrate the intention of the national
legislator to reach in Ukraine the level of data protection which
is essentially equivalent to that guaranteed within the EU. For
instance, under Article 15 of the above-mentioned Association
Agreement Ukraine and the EU agreed to cooperate in order
to ensure an adequate level of protection of personal data
in accordance with the highest European and international
standards [13]. To bring the data protection system in Ukraine
closer to the EU GDPR standards, a draft law “On Personal
Data Protection” was registered in the Parliament in June
2021 [14]. In addition, a draft law on the establishment
of a new data protection authority in Ukraine, the National
Commission on Personal Data Protection and Access to Public
Information, was registered in the Parliament in October
2021 [15]. Thus, the development of new domestic regulations

as part of the data protection reform shows that Ukraine is
getting closer to the European standards of data protection. At
the same time, much has to be done to reach an adequate level
of data protection which may be observed today in some third
countries, in the UK in particular.

So, the history of UK-EU data transfers demonstrates that
for a long time the regulatory regime stayed unchanged. As
a Member State of the EU, the UK could count on the provisions
on the free flow of data within the EU. After the separation from
the EU, the TCA was adopted to make the transfers possible
before the adoption of the adequacy decisions. Although
the adequacy decisions were finally adopted by the EU
Commission, the fact that some issues in the UK data protection
framework are still visible today may not be neglected. This
leads to uncertainty with regard to both already adopted
and future adequacy decisions. However, the government still
has four years to find the solution to the problem and improve
the national strategy on how to keep the level of data protection
in the state at the necessary level, namely, at the level that is
essentially equivalent to that guaranteed within the EU.
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